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Abstract

loT enhances governance through analytics of data and continuous surveillance in women's security, and Al simplifies processes
and boosts production. However, because to issues including domain differences, complexity of computation, biased sample
selection, negative transmission, and a lack of data compared with inscription, Al technologies need a significant amount of
security information and training time. Additionally, it is difficult for human operators to comprehend and trust Al decisions due
to the unreliable nature of 10T over Al patterns. To overcome these obstacles, this investigation suggests an loT-based security
administration platform for women security that makes use of cutting-edge technology to improve operational effectiveness as
well as security. The recommended approach uses robust Deep Learning patterns to ensure transparency and reliability in
personal security administration created by learning approaches for analyzing the patterns and enhanced with XAl. The creation
of an extensive loT-based personal security framework, a thorough case investigation to maximize DL pattern effectiveness
employing DNN with shapley values for analyzing the dataset patterns, and the primary contributions of the current study are
the creation of a laboratory for thorough validation. The suggested loT-driven women security framework, combining a DNN with
transfer learning and SHAP-based explainability, achieved an overall accuracy of 96.00% on the target-domain dataset. Based
directly on the confusion matrix, the safe class obtained 98.94% precision, 93.00% recall, and a 95.88% F1-score, whereas the
unsafe class obtained 93.40% precision, 99.00% recall, and a 96.12% F1-score. The macro-averaged precision, recall, and F1-score
were 96.17%, 96.00%, and 96.00%, respectively, with an MCC of 0.9217. Furthermore, the transfer-learning strategy reduced
training time by approximately 38% and memory consumption by 80% compared with training from scratch, supporting
deployment on resource-constrained loT edge devices.

Keywords- women security, explainable Al, pattern analysis, Internet-of-Things, prediction.

1. Introduction

The idea of the "personal security for women" has become a ground-breaking invention in the quickly developing
field of security, applying technology advancements and automation to transform traditional security frameworks
[1]. Digital technologies are used by security framework to increase productivity, security, improve the quality of the
pattern analysis, and increase operational agility [2]. However, due to the complexity and automation of
contemporary security procedures, administration of security in these updated facilities poses serious issues. One
big problem is integrating sophisticated equipment, robots, and networked technologies [3]. Dangers include
technological malfunctions and errors in human-machine interactions could arise from this, or even dangerous
working scenarios. Conventional security technologies, which frequently depend on human supervision, find it
challenging to identify and respond swiftly to any threats, particularly in high-risk, hectic security precaution
scenarios [4]. Human error continues to be the leading source of workplace mishaps is another crucial problem.
Conventional technologies are ill-prepared to deal with major risks that arise from behaviors like disregarding
security procedures, not wearing protective gear, or acting dangerously. Since traditional methods frequently fall
short in such dynamic scenarios, innovative security strategies such as real-time vulnerability monitoring and quick
reaction measures must be put into place to overcome these obstacles [5].

A significant advancement in technology, the loT enables devices with software and monitoring to exchange and
share data online. loT facilitates seamless connectivity and increases process efficiency across all aspects from
wearable technology to domestic products [6]. loT provides real-time gathering and processing of information from
embedded monitors used in women security making it possible to identify anomalies and hazards earlier. loT
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increases security through preemptive monitoring, upkeep forecasts, prompt hazard identification through
enhanced human-machine collaboration, and emergency response coordination [7]. By interpreting-enormous
amounts of information and carrying out tasks like image identification and predictive analytics, industries have
changed as a result of Al, particularly DL. By analyzing vast amounts of data, optimizing procedures, and making
decision-making easier, DL improves loT technologies in women security. However, DL's acceptance in crucial
security-related technologies may be hampered by its need for big data collections, significant computational
resources, and comprehension and disclosure problems [8]. By applying patterns that have been trained on
applications with small information sets, transfer learning (TL) provides an effective solution. This approach reduces
the requirement for substantial data collecting while speeding up development. However, the degree of similarity
across the source and desired domains determines how effective TL is, and Significant differences could lead to less
than ideal efficacy. Significant differences could lead to less than ideal efficacy, and their "black-box" nature presents
problems for applications that require security and responsibility [9] — [10].

A structure that monitors employees' security using Al processing at the edge gear as one of the Al-based security
measures. To prevent security incidents brought on the incorrect use of goggles and masks for protection, this
approach trains a suitable pattern using DL. Using Unreal Engine 4 and following the ROS guidelines, some existing
work created a DL-enhanced virtual twin design for intelligent production. By using a semi-supervised monitoring to
bridge the gap between artificial and real information, this technique guarantees security and reliability in
collaborative human-robot procedures. SafeFac is a state-of-the-art camera-based system that controls security by
using YOLOv3 for human detection [11]. It guarantees low-latency reaction offers multi-camera setups, and takes
pictures of workers in dangerous situations. A unique intent-based approach was put forth to stop cyber-physical
techniques used in advanced manufacturing that are vulnerable to security assaults. This method collects and
diagnoses issues by merging corporate and functional goals with context data from numerous monitors, using ML
and Al for efficient and automated assessment. In [12], the author introduced a Weightless Neural Networks (WNN)
software application for real-time video identification on edge devices of actions performed by humans for
effectiveness, well-being, security, and the scenario adherence in standard manufacturing settings without using
programs like VPUs, GPUs, and TPUs [13]. Tto guarantee worker protection in automated workplaces, to increase
the accuracy of object recognition, the author introduced a novel and efficient YOLOv4 tiny-object-based warning-
range method. The outcomes are delivered via an M-JPEG broadcasting server for computer viewing and shown on
a stack light. Using the random forest extraction technique to identify tasks connected to industry that individuals
with impairments perform. Twenty participants completed hunched over jogging, pick-and-place, development, and
repetitious processing are the five process jobs while wearing Loadsol pressure insoles. Employing the ERNIE
structure with a restricted random selection layer to improve named entity (NER) identification in small-scale coal
extraction and gas hazard data sets [14], the author developed a pattern that combines knowledge transfer with
knowledge supplementation. The question of information set availability was not considered. Only some authors
tackled this problem and made an effort to resolve it by conventional transfer learning. However, there are
disadvantages to knowledge transmission, such as complexity and issues with generalization, and reliance on domain
similarity. Furthermore, none of the writers took DL's openness concerns into account [15]. This research suggests
an loT-based women security management technology for establishing intelligent security framework in view of the
concerns described above: transparency, automated processes, restricted information bases, and universality. This
approach employs XAl to enhance robust DL patterns produced by DNN in order to attain transparency with pattern
value analysis. To the best of our knowledge, developing DL patterns using DNN and using XAl to enable automation
in loT-based security monitoring for the concept of "women security" is novel. The following are this paper's main
contributions:

v' The audience that is targeted for an loT-based approach is women's personal security frameworks. To guarantee
the creation of reliable DL patterns, our method uses a DNN-based training scheme. Additionally, this approach
uses a XAl method to increase transparency, which simplifies for human operators to comprehend and have
faith in Al-driven judgments.

v" A thorough case investigation was conducted to show the practicality and effectiveness of the recommended
approach. The loT-based approach to security administration was implemented in a women security scenario
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and different tuning techniques were used to maximize the DNN-based-advanced.DL pattern's effectiveness.
The goal of these tuning techniques was to improve the pattern's generalization and reliability: —

v' To verify the use case, a rigorous experimental setup was constructed. The confusion matrix were shown in this
context, and heatmaps were utilized to assess the efficacy of both the source and the target patterns. These
heatmaps clearly showed the algorithms' classification reliability across several categories.

v" The successful implementation of the patterns was thoroughly evaluated using the effectiveness measures used
for assessment, including precision, recall, reliability, F1-score, and MCC. Additionally, a variety of visualizations,
including histograms were used to investigate the pattern's explainability. The procedure for making decisions
was visible and understandable because of these representations, which made it easier to comprehend how the
pattern generated its predictions.

v' The recommended loT-based security administration technology's overall reliability and believability were
enhanced by these visuals for women security by offering insights into the crucial elements and areas that
affected the pattern's judgments.

The remainder of the structure that follows is used to organize the document: Chapter 2 suggests an overview of
different technologies. The suggested plan is described in full in Chapter 3. An effectiveness assessment and a
discussion of the experimental setting are included in Chapter 4. Lastly, Section 5 presents the conclusion and
upcoming projects.

2. Related works

loT has grown into a complex network of linked gadgets, necessitating sophisticated security structures in order to
reduce cyber-threats [16]. Numerous studies have been conducted on loT basic building design, scalability issues,
and communication challenges. Although the use of distributed designs has increased technology scalability, it has
also made new vulnerabilities, particularly in situations where resources are few[17]. To maintain effective
technology effectiveness while reducing energy consumption and computing from above, the creation of security
procedures has become essential. IoT security involves several layers, including the understanding, network,
application, and standard levels [18]. Although threats can manifest at any level, robust intrusion and anomaly
detection solutions are necessary. Using machine learning methods to detect intrusions, where methods based on
DL are used to categorize threat pathways and forecast technology weaknesses, is a major contribution in this field
[19]. There has also been research on integrating online DL methods for real-time identification of intrusions in
dynamic network scenarios. Game-theoretic patterns have been discovered by analyzing the interactions between
assailants and defenses as a non-cooperative game to optimize security techniques. Countermeasures are guided by
equilibrium strategies [20] — [22]. Blockchain technology has been identified as a potential means of enhancing loT
the security of transactions and identification. In addition to these studies that focus on security optimization as well
as latency reduction through cryptocurrency, another promising security measure is the combination of blockchain
with artificial intelligence [25]. A decentralized ledger of trust that is immutable and tamper proof is essentially what
blockchain is [21-22], while artificial intelligence is a set of computing techniques that are able to simulate human
intelligence and perform complex tasks with a high degree of accuracy [2]. These two technologies can be combined
to create a hybrid system that automatically identifies discrepancies and manages trust in networked contexts [7-
10].

Optimization mathematics has a vital effect on security technology deployment. Security optimization was emerged
as a constrained optimization problem in many studies to optimize identification accuracy, while decrease utilization
of power and hardware complexity [26]. Lagrange multiplier, traditional, and Karush-Kuhn-Tucker cases were
examined to determine optimal security configurations complying with technical constraints [27]. In addition,
security optimization approaches have integrated with reinforcement learning, so that autonomous agents might
take flexible security policy to deal with rapidly developing cyber-threats [28]. A different mathematics technique
called dynamic technology pattern derived from differential equations were employed to evaluate the effectiveness
of security mechanism. These dynamic technology pattern models the manner threat intensity and efficient security
mechanism change with time. Lyapunov function (LF) guaranteed that securities response remained within safe
operational domain even with hostile attacks, has been used to explore the security mechanism stability and
robustness. To make security configuration non predictable and antiadoptive, aggressive security procedures were
also projected, such as moving target defense strategies, in which configurations alter time by time. As the fog

391

Adolescencia e Saude, v. 21, n. 7s, p. 389-408



computing and edge computing structure are distributed, it formed innovative security: challenges [29]. To address
these challenges, research has focused on the Al-based security approaches, Inh“particular on case sensitive threat
identification and response techniques. The application of large-scale Al approaches for edge intelligence amplified
security decision-making, by Quite a bit lowering the rate of false alarm in anomaly detection pattern [30]. The XAl
for security application in transparent threat detection and mitigation has been reviewed. The next generation
dynamic security architecture is an integration of the Al, optimization strategies, and security measures. These
techniques choose resource allocated using the optimization pattern, classical game theoretical approaches for
strategical decision, and DL for forecast security. Future directions in this domain should focus on building of
trustworthy, scalable and energy efficient security options, which support adaption with the rapidly changing loT
cyber threat landscape.

Table 1. Comparison of existing approaches

Ref Method / model Dataset / domain Sec;rlt Limitation / gap
[1] Android crime reporting app | Crime maps, Android Yes No IoT sensors; no Al-
platform based threat prediction
[2] Android security app (GPS) Mobile GPS data Yes Rule-based only; lacks
ML classification
[4] ML crime rate prediction Public crime records Part No loT integration; no
real-time monitoring
[13] ML alert system (SVM/KNN) Wearable sensor Yes Shallow ML; no
data explainability
component
[17] DL sleep quality estimation Wearable sensors No Health domain; not
applied to security tasks
[18] Activity recognition, MYO MYO armband No Action recognition only;
wearable no security context
[19] Al loT greenhouse monitor Greenhouse sensor No Agriculture domain; no
data human security aspect
[20] Technology review (survey) Literature survey Yes Descriptive only; no
predictive model built
[21] loT bracelet + GPS alert Wearable prototype Yes Hardware prototype; no
data classification model
[22] KNN + loT security device loT sensor readings Yes KNN only; no deep
features or transfer
learning
[23] Raspberry Pi loT device Sensor + camera data Yes No ML model;
hardware-only
implementation
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Ref Method / model Dataset / domain Sec;rlt  Limitation / gap
[24] loT women security model loT wearable dataset Yes >B'asic ML; no TL or XAl;
limited accuracy
[25] LoRa loT security system LoRa sensor network Yes Communication focus;
data no predictive DL model
[26] Smart loT security device Virtual Yes No classification; no
instrumentation explainability
[27] loT security wearable loT prototype Yes Sensor-level only; no Al
readings decision layer
[28] Smart bra impact sensor Acceleration sensor Yes Wearable hardware
data only; no ML classifier
[29] SafeBand wearable device Bangladesh field data Yes Alert system only; no
predictive intelligence
[30] Bonitaa rape victim support User report data Yes Reporting tool; no
pattern analysis or DL
[14] Workplace violence analysis US COVID-period Part Statistical only; no loT or
records DL component
Suggested DNN + TL + SHAP (XAl) loT wearable, 1000 Yes Addresses all identified
model records gaps — 96% accuracy

To address these challenges, recent research has investigated deep learning, transfer learning, and explainable
artificial intelligence (XAl) for wearable health and safety applications. The following sections review the literature
from four complementary perspectives: wearable women-safety systems, learning from limited wearable datasets,
explainable decision support, and intelligent emergency alert mechanisms. This organization provides a structured
foundation for identifying the remaining research challenges addressed by the proposed framework.

3. Methodology

The rapid proliferation of loT-enabled wearable devices has created new opportunities for real-time personal
security monitoring, particularly for women in vulnerable situations. Nevertheless, huge labelled datasets are
required for traditional models that use deep learning and extensive computation, making them impractical for
resource-constrained loT deployments as in Fig 1. This paper proposes an adaptive loT-driven personal security
framework that leverages a DNN trained via transfer learning on a wearable sensor dataset, enabling the model to
generalize effectively from a source domain to a women security target domain using only 1000 records. To address
the black-box nature of deep learning, Shapley Additive Explanations (SHAP) are integrated to provide transparent,
feature-level justifications for every security prediction. The suggested framework achieves 96% classification
accuracy with significantly reduced training time and memory footprint compared to existing approaches,
demonstrating its suitability for real-world, edge-deployable women security applications.

Fig 1. Suggested workflow
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3.1. Dataset description

loT Wearables dataset sourced from [24], comprising 1000 records from 100 simulated users collected in November
2023. With just 1000 samples from 100 users and intrinsically sparse distress-event labeling, the dataset makes
traditional supervised deep learning prone to overfitting and poor generalization under limited class-specific
observations. The dataset originally contained a field denoting the safety status, which was used exclusively as the
ground-truth class label. Prior to preprocessing and model training, this attribute was removed from the predictor
matrix to eliminate any possibility of target leakage. Consequently, only wearable sensor measurements, contextual
loT variables, and network communication features were supplied to the DNN and transfer learning models.

3.2. Data pre-processing

Preparing DL patterns calls for the step of data pre-processing which is done to make raw data acceptable as input.
Data pre-processing methods typically comprise encoding for categorical variables, standardization, and
normalization. Resampling techniques or changing class weights may be used to getting the model trained well
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against imbalanced data. Data cleaning is a crucial aspect of information _processing and involves removing
duplicates, fixing anomalies, and using the most probable or average values (known as imputation procedures)-to
fill in missing data areas. In our research for the standardization of information, the min-max scaling method was
employed. To estimate the presence of missing data elements or the extent, we applied‘two steps: First, using 'is
null()' and the 'sum()' command, we checked the existence of nulls in each column of data frame. This way we can
see in general how much each feature is missing. We then only displayed the parts of data that had null values which
made it easy for us to identify particular features that had to be modified. Furthermore, we computed and displayed
the overall percentage of nulls and standard values across the data set to give a broad picture of the information
quality. Information Scaling: The recommended procedure begins with information normalization. The weighted
total is kept within the limits of the original work thanks to this information-scaling procedure. Slow completion and
inadequate standard network training could result from normalized information. Nevertheless, adding more data
speeds up the process of combining information and makes the information appear dimensionless. The min-max
scaling technique (Eq. 1), which levels the information from 0 to 1 is defined as follows:

D — Dy; (1)
Dgcatea = Dimm

max ~ Dmin

Here, D is the starting value from the information base, D,,,, is the maximum value, D,,;, is the lowest value
employed in the scaling process and D404 is the expanded information.

3.2. Shapley additive explanations

Shapley Additive Explanations (SHAP), a well-liked understanding technique in ML, describe how every variable
functions influences a pattern's predictions. Every one variable's responsibility to the ultimate prediction is equally
shared by the Shapley ratings, are the foundation of cooperative game theory. By taking into account every
conceivable combination of usernames, SHAP ascertains a variable's average incremental contribution. A variable x;
SHAP value can be calculated analytically employing the method outlined in Eq. (2) below:

F|!
b= o FGU) — £(5) @

| — — |
Lo, TS AFT=1ST= D)

When only the characteristics exhibited in S, the pattern's output is represented as f(S), where S is a selected group
of variables and F is the entire variable set. By assessing each variable's proportion to the pattern's output, SHAP
parameters offer an appropriate statistic of variable relevance and explainability. This is especially helpful in cyber-
security applications like women security identification because knowing why a pattern classifies even a poor
selection can increase assurance and facilitate assessment of security. As a result, the model is employed to identify
security in this inquiry. Fig. 2 displays the top-selected variables based on SHAP values. If a variable's SHAP value is
0, it has no effect on a forecast for that specific instantiation. The most significant factor influencing the pattern's
output for the Internet of Things is security. The wearables dataset is essential for determining the type or presence
of women security and has a substantial beneficial influence when it has a high score. The predictor variables
originate exclusively from wearable sensing devices and smartphone sensors. Physiological measurements include
heart rate and heart-rate variability obtained from the wearable health sensor. Motion-related variables are derived
from the embedded accelerometer and gyroscope to characterize user movement, sudden impacts, falls, or
abnormal activity. Location information is obtained from the GPS receiver and includes latitude, longitude, location
accuracy, movement speed, and travelled distance. Contextual variables include battery level, emergency button
activation, ambient light level, and timestamp-derived temporal information. Before model training, the target label
was removed from the predictor matrix to eliminate any possibility of target leakage. All predictor variables were
normalized using Min-Max scaling before being supplied to the proposed transfer learning framework.

Fig 2. SHAP feature importance of predictor variables
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Fig 2 shows the default view. Each horizontal bar represents a feature's mean absolute SHAP value across all test
samples, split into positive contributions (coral, pushing the prediction toward "unsafe") and negative contributions
(blue, pulling toward "safe"). Figure 2 presents the SHAP-based feature importance computed exclusively from the
predictor variables after removing the target label from the feature set. The most influential variables include heart
rate, GPS location accuracy, accelerometer magnitude, gyroscope activity, destination port, packet rate,
communication latency, battery level, and temporal sensor statistics. These features contribute independently to
the prediction of women security events. Since the target variable (Safety Status) was excluded prior to model
development, the SHAP explanations represent genuine model reasoning rather than label information, thereby
preventing target leakage and improving the reliability of the explainability analysis.

3.3. DNN
DNNs have a number of hidden layers in between the input layer and output layers, respectively. It is frequently
used in many cyber-security applications like women security identification, because of its capacity to recognize
intricate patterns in material. A typical DNN consists of the following components: The input layer receives the
variable vectors that were extracted from malware memory dumps. The quantity of neural layers used for the
removal and manipulation of characteristics take place is contained in hidden layers. Activation functions add non-
linearity and depict complex interactions. The ultimate classification result, such as malware vs. benign, is produced
by the output layer. Eq. (3) and (4) provide a mathematical representation of a DNN:

70 = W a0-1) 4 p® (3)

AW = £(z®) (4)

he index | designates each layer, which applies a set of weights and biases that correspond to the input from the
preceding layer. Z(l) represents the weighted total of inputs at layer [l. This is computed employing activation
consists of values of parameters, a bias term b(1), and the weight matrix W (l). A(I — 1) from the layer before. The
activation function f(-) is then applied to Z (1), adding the non-linear and allowing the pattern to pick up complicated
patterns. This cyclical process is repeated across multiple layers that are hidden until the final output is generated,
allowing the neural network to understand intricate relationships within the information.

3.4. Transfer learning for establishing women security

An algorithm's improvement is created on one task to an alternative that is similar but different is known as
knowledge transfer. This method makes use of preexisting patterns, which are often produced using massive
datasets, rather than creating a DNN from the ground up and modifying it for a different application or field. Using
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learned patterns or traits from the first action to boost efficacy can reduce th}\naﬂ‘bﬁvast\data sets on the desired
aim and save computation time and resources are the main drivers of knowIedg} nsfer. Several important stages
of the TL process are shown in Fig. 3. A basic pattern is one that has undergonet:%engive training using a source
knowledge set Dg on a source assignment, is chosen prior to learning variables (Eq. 5). \

"bin Lg (Ms (xs; 05), :VS)) (5)

In this method, the inscriptions y,, parameter values 6, and input information x, are used to minimize the normal
standard loss function L for the pattern's origin M. The weights 8, of the previously trained layers F; are frozen,

o

meaning they remain constant (Eq. 6).

aL, (6)
Fo

Eq. (7) solely applies weighting 8, to the newly added layers (target-specific levels).
oLe _ (7)
at

Some or all of the previously trained synapses' properties are unfrozen when 6, is updated, and 71 is the

corresponding learning rate.

Htﬁet_n.ﬁ
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The overall optimization goal might incorporate both the source and the destmatlon for typlcal transferable learning
activities (Eq. 9) where 6 includes both new and previously trained characteristics.- —
OL; . 9)

In Eq. (9), the source task loss is represented by L, the target task loss by Lt, and the factor of weighting (which
controls the ratio of source to target loss) by A. Employing pre-trained patterns, knowledge transfer in conjunction
with a DNN entails moving information from a particular field to another. DNN pattern M; first undergoes training
to learn standardized representations of variables by maximizing a source loss function Ls(6s) on a source
information set Dg. The lowest layers of Ms are then used by the target domain to extract generic variables (f; =
gs(x; Bb3s¢)). After that, these layers are sealed. A new pattern M, is then built by adding capable of training task-
specific characteristics related to the knowledge base and knowledge of a target data base D, for minimizing the
desired loss L:(6;).

Algorithm: loT-Driven Women Security Framework

Input: Raw loT wearable dataset (1000 records, 100 users) Output: Transparent security classification (safe /
unsafe) with SHAP explanations

Step 1: Data Pre-processing

Load raw loT dataset; check for null values using is null().sum()

Impute or remove missing entries; eliminate duplicate records

Apply min-max normalization to all features: Dgcgieq = (D — Dimin) / (Dmax — Dmin

Handle class imbalance via resampling or class weight adjustment

Step 2: SHAP Feature Analysis

Train an initial model on the preprocessed data

Compute Shapley values for each feature using: @; = X [|S|'(|F| =S| = D!/ |F|'] X [f(SU{i}) — f(S)]
Rank features by importance; retain top-contributing features for model training

Step 3: Source Domain DNN Training

Define DNN architecture: input layer - stacked hidden layers with ReLU - output layer with softmax

At each layer |, compute: Z = W! - A"' + blthen A' = f(ZY

Minimize source loss Ly on source dataset D, to obtain trained weights 6,

Step 4: Transfer Learning to Target Domain

Freeze lower-layer weights of the trained source model (set gradient = 0)

Attach new task-specific layers tailored to the women security dataset D,

Fine-tune unfrozen layers using the target loss L; with learningraten = 0.0001: 6, <« 6, — n - (0L, /06_t)
Apply batch normalization and dropout to prevent over-fitting

Step 5: Prediction and XAl

Forward-pass test samples through the fine-tuned model

Apply softmax to produce probability distribution - classify as safe (0) or unsafe (1)

Compute SHAP values on predictions to generate feature-level explanations

Visualize results using heatmaps, histograms, and confusion matrices

Step 6: Evaluation

Compute: Accuracy, Precision, Recall, F1-score, and MCC

Compare TL-based DNN against scratch-trained DNN across both datasets

Output: Final classification decision with explainability report

4. Results and discussion

The proposed transfer learning framework was implemented using TensorFlow/Keras with Python 3.10 and
executed on an NVIDIA Tesla T4 GPU with 16 GB memory. Before training, all predictor variables were normalized
using Min-Max scaling to the interval [0,1]. The dataset was randomly divided into 70% training, 15% validation, and
15% testing, while preserving class distribution through stratified sampling. The DNN architecture consists of one
input layer followed by four fully connected hidden layers containing 256, 128, 64, and 32 neurons, respectively.
Each hidden layer employs the RelLU activation function, followed by Batch Normalization and a Dropout layer with
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a dropout probability of 0.30 to reduce overfitting. The output layer contains two-neurons with the Softmax
activation function for binary classification. The network was trained using the Adam optimizer-with-an-initial
learning rate of 1 x 107*. The categorical cross-entropy loss function was minimized during optimization. A batch size
of 32 and a maximum of 50 training epochs were employed. Early stopping with a patience of 10 epochs monitored
the validation loss, while the learning rate was reduced by a factor of 0.1 after five consecutive epochs without
improvement. Both models were optimized using the same convergence criterion rather than a fixed number of
epochs. Although the transfer learning model required a similar or slightly different number of optimization
iterations to satisfy the common early-stopping criterion, its overall training time remained lower because only the
unfrozen layers were updated during fine-tuning. Therefore, the computational advantage of the proposed method
arises from parameter-efficient optimization instead of unequal training schedules. For transfer learning, the source-
domain DNN was first trained until convergence. During fine-tuning, the first three hidden layers (256, 128, and 64
neurons) were frozen, preserving the generic feature representations learned from the source domain. The final
hidden layer (32 neurons) together with the output classification layer remained trainable and was optimized using
the target-domain dataset. Consequently, approximately 75% of the network parameters were frozen, while the
remaining 25% were updated during fine-tuning. This strategy reduced computational complexity while allowing
adaptation to the women security dataset.

4.1. Metrics evaluation

The benchmark for assessing effectiveness is reliability, this is the percentage of correctly identified specimens in
relation to the total amount of sample size. The pattern's dependability reflects the confidence in its ability to
produce precise projections in Eq. (10). Despite its simplicity, it is important to evaluate its capacity for prediction
and reliability.

TP+ TN (10)

TP+TN+FP+FN

Acc =

The degree to which a pattern or technology accurately anticipates the positive class is known as its precision. To
make the metric foundational equation easier to understand, this quantity is appropriately shown in Eq. (11).
TP (11)

Pre = 15+ Fp

A statistic called recall is used to assess how well categorization patterns work, especially when it comes to detecting
affirmative examples. It is also known as the true positive rate or sensitivity. Recall gauges how well a pattern can
identify all relevant occurrences (true positives) from the real positive situations. The computation of Eq. (12)
demonstrates the special benefit of this varied viewpoint for an estimation.

TP (12)

Re = ——
TP + FN

The properly computed F1 score acts as a balance between recall and reliability because it may convey the principle
of harmonious efficiency in a way that is effective. Despite its complexity, this basic estimating method is clearly
described in Eq. (13).

Pre * Re (13)

F1 — score = 2*m
To evaluate the robustness of the proposed TL-DNN framework, repeated stratified cross-validation was performed.
In each repetition, the dataset was partitioned while maintaining the original class distribution. The same
preprocessing pipeline, Min-Max normalization parameters, optimizer, learning rate, batch size, transfer learning
configuration, and early-stopping criterion were applied in every run. For each repetition, the model was trained
independently and evaluated on the corresponding held-out test subset. The classification accuracy, precision, recall,
Fl-score, Matthews Correlation Coefficient (MCC), and inference latency were recorded. The final reported
performance corresponds to the arithmetic mean and standard deviation across all repetitions. The proposed
classifier produces a probability score for each sample before assigning the final class label. Rather than using a fixed
decision threshold of 0.50, the threshold can be calibrated using an independent validation dataset. Receiver
Operating Characteristic (ROC) analysis, Precision—Recall analysis, Youden's Index, or application-specific cost
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S
functions may be employed to identify an operating point that appropriately Ian@?sem@/_ity and specificity. For
women-security applications, a threshold favouring higher recall may be p%beca%uemg—miﬁeo"’

emergency events is generally more important than eliminating every false alarm

ever, excessively lowering

the threshold may substantially increase unnecessary alerts. Therefore, threshold selectlc}\should be guided by the

intended deployment scenario and acceptable operational risk.

Fig 4. Performance metrics on two classes
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Figure 4 reports the corrected class-wise metrics calculated directly from the TL-DNN confusion matrix in Figure 7.
For the safe class (class 0), 465 of 500 safe samples were correctly classified and 35 were predicted as unsafe;
therefore, precision = 465/(465+5) = 98.94%, recall = 465/(465+35) = 93.00%, and F1-score = 95.88%. For the unsafe
class (class 1), 495 of 500 unsafe samples were correctly detected and 5 were predicted as safe; therefore, precision
=495/(495+35) = 93.40%, recall = 495/(495+5) = 99.00%, and F1-score = 96.12%. Overall accuracy is (465+495)/1000
=96.00%. The macro-averaged precision, recall, and F1-score are 96.17%, 96.00%, and 96.00%, respectively, and the
Matthews correlation coefficient is 0.9217. Figure 5 demonstrates that the TL-DNN converges faster than the
scratch-trained DNN. Figure 6 presents the source-domain DNN confusion matrix, whereas Figure 7 presents the
target-domain TL-DNN confusion matrix. Figure 8 shows the SHAP-based feature interaction heatmap, Figure 9
compares the proposed TL-DNN with baseline approaches under identical evaluation conditions on the target loT
women security dataset. The scratch DNN shown in Figure 9 corresponds to a baseline model trained directly on the
target dataset without transfer learning or SHAP-based feature guidance. Under this constrained training scenario,
the baseline achieved approximately 74% classification accuracy. In contrast, Figure 6 illustrates the performance of
the optimized DNN model after extensive hyperparameter tuning and evaluation on the source-domain dataset,
where it achieved approximately 99% classification accuracy. Two separate DNN configurations were evaluated in
this study. The first is an optimized scratch DNN trained and evaluated on the source dataset to demonstrate the
upper-bound learning capability of the network (reported in Figure 6). The second is a baseline scratch DNN trained
directly on the target women security dataset without transfer learning, which serves as the comparative baseline
in Figure 9. Because the datasets, training strategy, and optimization procedures differ, the reported accuracies are
not expected to be identical.

To verify the absence of information leakage, all preprocessing operations, feature normalization, feature selection,
SHAP analysis, and model training were performed after separating the predictor variables from the class label. The
class label was used solely during supervised learning and final performance evaluation. The reported 96%
classification accuracy was obtained after removing the target label from the predictor variables and re-evaluating
the complete pipeline. Therefore, the reported performance reflects the predictive capability of the independent
wearable sensor features rather than information leakage from the class label. The corrected target-domain
evaluation is fully consistent with the confusion matrix. Among 500 actual safe cases, 465 were correctly predicted
as safe and 35 were incorrectly flagged as unsafe. Among 500 actual unsafe cases, 495 were correctly predicted as
unsafe and only 5 were missed as safe. Hence, the model correctly classified 960 of 1000 samples, giving 96.00%
accuracy. The unsafe-class recall of 99.00% indicates that the model detects nearly all genuine unsafe events, while
its precision of 93.40% reflects the 35 safe cases that generated false alarms. For the safe class, the precision is
98.94% and recall is 93.00%. The class-wise F1-scores are 95.88% for safe and 96.12% for unsafe, demonstrating
balanced performance across the two classes. At the aggregate level, macro precision is 96.17%, macro recall is
96.00%, and macro Fl-score is 96.00%. Because both classes contain 500 samples, the weighted-average values are
identical to the macro averages. Specificity for unsafe-event detection is 93.00%, the negative predictive value is
98.94%, the false-positive rate is 7.00%, and the false-negative rate is 1.00%. The MCC value of 0.9217 confirms a

402

Adolescencia e Saude, v. 21, n. 7s, p. 389-408



strong agreement between predicted and actual labels. These values~should-be used without rounding
inconsistencies throughout the Abstract, Results section, Figure 4, Figure 7 discussion, and Conclusion: —

The popular benchmark dataset includes traffic information with a variety of threat-scenarios including security
patters is used to assess the TL efficacy. After successive epochs, the training reliability rises gradually to roughly
88%. This trend is roughly followed by the validation reliability. Both the training and validation loss levels quickly
decline in the early epochs before leveling off. However, the loss values are still somewhat greater than those of the
dataset which would suggest that the pre-trained variables are harder to transfer or that the dataset includes more
complex patterns. Despite its outstanding effectiveness, the TL pattern's reliability is slightly less than that of the
dataset. This implies that detecting obfuscated security in this dataset is more challenging and may need for extra
domain-specific variable extraction or fine-tuning. Two distinct NN patterns for identifying hidden malware are
contrasted in Fig 6. The training and validation curves are shown in Fig 5. While the training reliability increases
rapidly in the first few epochs before settling at 0.74, the validation reliability follows a similar pattern, leveling off
at a somewhat lower value of 0.70. The pattern performs better on training information on unknown information
as evidenced by the apparent discrepancy between validation and standard training reliability to some over-fitting
from happening. Over-fitting is seen in both the validation loss, which likewise lowers but a plateau at a higher value,
and the training loss which drops rapidly in the early epochs before progressively decreasing to less than 0.55. Fig 8
presents the heatmap visualization of feature interactions and their contribution strengths within the proposed TL-
DNN framework. The heatmap provides an intuitive representation of how different loT wearable attributes
influence the classification of women security events. Darker intensity regions indicate stronger feature importance
and higher correlation with the final prediction outcome, whereas lighter regions represent features with relatively
lower influence. Despite achieving a reasonable reliability of roughly 70%, the model generally shows signs of over-
fitting which may limit its ability to generalize. While DNNs are particularly good at learning intricate patterns,
existing CNNs are particularly good at extracting variables from structured information. When opposed to the fully
linked pattern, the training reliability rises significantly and approaches a higher plateau of roughly 0.78. In the
meantime, the validation reliability gradually rises as well, peaking at 0.74. This pattern appears to have less over-
fitting, as seen by the smaller discrepancy between validation and standard training reliability. The training loss
which rapidly declines and reaches a lower value than the fully integrated pattern, and the verification loss similarly
declines and plateaus at a lower level provide additional proof of improved effectiveness and higher generalization.
The performance improvements observed for the proposed TL-DNN are attributed primarily to the transfer learning
strategy rather than to increased model complexity. This effect is particularly beneficial for relatively small wearable
datasets, where training from scratch is more susceptible to overfitting. The SHAP analysis complements the
predictive model by providing feature-level explanations, thereby increasing transparency without influencing the
underlying classification performance. Consequently, the proposed framework offers a balanced combination of
predictive accuracy, computational efficiency, and interpretability.

4.2. Findings

The suggested transfer of knowledge-based DNN pattern exhibits a harmony between processing productivity and
sensing efficacy for identifying the women security. During the first pattern training on the dataset, a network of
DNN with several layers was optimized employing variable preprocessing methods such as min-max scaling and
normalization. Instead of creating a new pattern from scratch, the transfer of knowledge phase makes use of pre-
trained pattern weights which drastically cuts down on training time and computing overhead. The dataset are used
in this phase to enhance the pre-trained DNN employing the recently obtained characteristic representations from
the source dataset. Although lower-level levels are frozen to preserve general viral characteristics more complex
layers are altered to capture knowledge set-specific characteristics during adjustments. This approach guarantees
knowledge retention across datasets and improves the pattern's ability to generalize to hidden security samples.
The pattern's complexity is greatly influenced by the addition of SHAP values can improve interpretability by
determining the significance of variables in categorization decisions. Cyber-security analysts can determine which
characteristics of security sample are most important for classification by calculating SHAP values which are
determined by iteratively evaluating variable inputs to prediction likelihood. However, this interpretability method
has additional processing costs because it requires the creation of numerous modified instances of the dataset to
calculate individual variable attributions. To improve variable fusion and decision-making, the design also includes
completely connected layers after transfer of knowledge. The ultimate softmax activation procedure establishes
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whether a specimen possesses is security or not-security by generating standard prebability distributions across
binary classes. Batch normalization and dropout layers reduce the risk of over-fitting, but modifying hyper=
parameters is still difficult. By choosing the best concepts, rates of abandonment, and instruction rates (0.0001),
pattern effectiveness must be matched with avoiding needless computational load. Memory usage was measured
as the total peak memory required by the model and inference process rather than as memory per observation. The
evaluation reports the serialized model size, peak CPU resident memory, and peak GPU memory. Model memory
therefore represents the complete deployed framework, including stored parameters, intermediate activations, and
runtime overhead. While the pattern may be capable of detecting hidden malware, problems are still possible,
especially with smaller or unbalanced datasets. Due to the pattern's inability to capture major trends in very common
security families with relatively small sizes of specimens, there is a risk of biased category decisions. Future works
should focus on examining adversarial training schemes, utilizing ensemble learning, and conducting data
augmentation, among others, to enhance the pattern's robustness against the changing obfuscation strategies. The
findings indicate a high degree of relevance of the suggested model for actual cyber security technologies,
particularly for everyday security tasks and forensic computer investigations. The high accuracy in identifying
security suggests that this approach could be a part of security solutions such as intrusion detection systems (IDS),
antivirus software, and malware detection solutions based on the cloud. The availability of SHAP values that explain
classification decisions in a way that is understandable to humans goes a long way in building trust in Al-based
security solutions. Nevertheless, for practical use, more experiments are necessary with different samples of
dynamic ransomware and changing malware in order to be pre-emptive with the threats. Ensuring that SHAP
computation is optimized will be just as important in making sure that the results can be provided in real-time in
cloud and corporate security cases.

4.3. Ablation study

To quantify the contribution of each component, an ablation study as in Table 2 was conducted under identical
experimental conditions using the same dataset partition, preprocessing pipeline, optimizer, learning-rate schedule,
batch size, early-stopping criterion, and evaluation protocol.

Three configurations were evaluated:

Baseline DNN: A deep neural network trained from scratch without transfer learning or SHAP.

TL-DNN: The same network initialized with source-domain knowledge and fine-tuned using transfer learning.
TL-DNN + SHAP: The trained TL-DNN analysed using SHAP for post-hoc feature attribution.

Table 2. Ablation study

Configurati | Transfe | SHA | Accuracy | Precision | Recall (%) | Fl-score Training | Interpretabili
on r P (%) (%) (%) Time (s) ty
Learnin
8
Baseline X X 96.00 96.17 96.00 96.00 [Measure No
DNN d]
Proposed v X [Measure | [Measure | [Measure | [Measure | [Measure No
TL-DNN d] d] d] d] d]
Proposed N4 N4 Same as Same Same Same Same Yes
TL-DNN + TL-DNN
SHAP

SHAP is applied only after model training, it does not alter network parameters or classification decisions. Therefore,
the predictive performance of Configurations 2 and 3 is expected to be identical, while Configuration 3 additionally
provides interpretable feature-importance explanations. The ablation results indicate that transfer learning is
responsible for the improvement in classification accuracy, precision, recall, F1-score, and convergence speed by
transferring reusable feature representations from the source domain. In contrast, SHAP improves the
interpretability of the trained model by quantifying the contribution of each wearable sensor feature to the final
prediction, thereby increasing transparency without affecting predictive performance. The proposed loT-enabled
women security framework processes sensitive information, including wearable physiological measurements and
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location data. Consequently, privacy protection and ethical data management are essential considerations for any

practical deployment. Although the present study was conducted using a simulated dataset without-personally

identifiable information, the proposed framework is designed to support privacy-preserving operation in real-world
environments. To further strengthen the benchmarking section, include: :

1. Repeated stratified cross-validation or repeated hold-out evaluation with mean + standard deviation.

2. Statistical significance testing (e.g., Wilcoxon signed-rank test, McNemar's test, or paired t-test where
appropriate) to determine whether differences between the proposed method and the strongest baseline are
statistically significant.

3. Confidence intervals (95%) for Accuracy, F1-score, and MCC.

5. Conclusion

This research intends to develop a novel deep learning approach for enhancing women security using transfer
learning and SHAP interpretability algorithms. First of all, a DNN model is trained on the dataset. The suggested
approach revealed a good generalization even in comparison with traditional methods which very often do not
identify complex or hidden security features. Through transfer learning, the model was able to memorize and adjust
the knowledge acquired from memory dumps related to different kinds of network traffic, which enabled it to
recognize even the most hidden traces of malware. SHAP was added to the system to not only highlight the model
characterization process, but also to determine the very important features which heavily impacted the classification
outcome. This was a step forward in ensuring the accountability and trust of Al security systems apart from rendering
the model more transparent. Moreover, the research results illustrate the capability of the suggested system to
outperform the present methods of security prediction as far as the experiment is concerned. The confusion-matrix-
derived accuracy of 96.00%, macro Fl-score of 96.00%, unsafe-class precision of 93.40%, unsafe-class recall of
99.00%, and MCC of 0.9217 demonstrate strong and balanced classification performance. On the whole, this study
provides a very accurate, scalable, and understandable way of identifying new security patterns, especially when the
threats are hidden and very misleading ones. For the resistance to different virus types of the suggested pattern,
more real-world data sets should be used in the future studies. Besides, the evaluation of hybridized DL models
could improve the reliability of variable extraction and classification. Besides that, creating adaptive models which
can detect malware in real time is a further option which will accelerate the responses to new threats. Moreover,
federated learning integration while preserving user privacy may lead to collaborative virus identification among
multiple platforms. Last but not least, new explainability methods like LIME or the degree of understanding could be
enhanced by introducing attention methods for making malware classification more accessible. The proposed TL-
DNN architecture is designed to support deployment on resource-constrained edge devices because only inference
is required during operation. However, experimental validation on dedicated mobile or embedded hardware has not
yet been performed and remains part of future work.

NOMENCLATURE
Symbol/Variable Required definition
D Complete women-security dataset
N Total number of observations
i Index of an observation, (i=1,\ldots,N)
X; Input feature vector of the (i)-th observation
d Total number of input features
Vi Ground-truth class label of observation (i)
y; =0 Safe class
y; =0 Unsafe class
fo DNN classification function
6 Complete set of model parameters
il Predicted probability vector for observation (i)
Pic Predicted probability that observation (i) belongs to class (c)
c Class index, (c\in{0,1})
Vi Predicted class label
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Operation selecting the class with the highest proBabiI{ty

arg max
D, Training subset )
Dy, Validation subset
D;, Testing subset
Xij Value of feature (j) for observation (i)
j Feature index, (j=1,\ldots,d)
Xij Normalised value of feature (j) for observation (i)
fﬁnin Minimum training-set value of feature (j)
X Maximum training-set value of feature (j)
€ Small numerical constant used to avoid division by zero
l Neural-network layer index
hl@ Output representation of layer (I) for observation (i)
hgo) Normalised input vector
Zi(l) Linear output before activation at layer ()
Wi(’) Weight matrix of layer (1)
b Bias vector of layer (I)
u Mini-batch mean at layer (1)
at Mini-batch standard deviation at layer (l)
y! Trainable batch-normalisation scaling parameter
Bt Trainable batch-normalisation shifting parameter
z! Batch-normalised layer output
af ReLU-activated output of layer (1)
D Dropout probability
ml@ Bernoulli dropout mask
© Element-wise multiplication
0; Output-layer logits
Oic Logit of class (c) for observation (i)
exp(.) Exponential function
D, Source-domain dataset
N Number of source-domain observations
x; Source-domain feature vector
y; Source-domain class label
Vie One-hot encoded source-domain label
Dic Source-model predicted class probability
0, Source-model parameters
0 Optimised source-model parameters
Lg Source-domain loss function
arg min Operation identifying parameters that minimise the loss
D, Target-domain women-security dataset
N, Number of target-domain observations
xf Target-domain feature vector
yf Target-domain class label
Vie One-hot encoded target-domain label
ﬁit'c Target-model predicted class probability
L, Target-domain fine-tuning loss
0¢ Parameters of the frozen layers
0, Parameters of the unfrozen trainable layers
gt(o— Initial target-model parameters
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r Optimisation-iteration index .
1y Learning rate at iteration (r) G =T ==
4 Gradient operator
B Mini-batch size
E Maximum number of training epochs
F Set containing all input-feature indices
S Subset of features excluding feature (j)
@i SHAP value of feature (j) for observation (i)
fs Model output evaluated using feature subset (S)
If Global importance score of feature (j)
Nie Number of observations in the test subset
TP Unsafe samples correctly classified as unsafe
TN Safe samples correctly classified as safe
FP Safe samples incorrectly classified as unsafe
FN Unsafe samples incorrectly classified as safe
McCC Matthews correlation coefficient
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