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Abstract 

One major challenge for banks and financial institutions is identifying fraudulent credit card transactions, as 
criminals can also masquerade as legitimate cardholders. To address the inherent class imbalance problem in a 
fraud detection problem, resampling techniques such as oversampling, undersampling, and SMOTE are applied to 
the datasets that include European Data and Sparkov Data. To improve the classification, ensemble learning is 
employed to select different algorithms to make it more accurate and reliable. The study indicates the use of an 
ensemble-based method with advanced resampling techniques to improve the training and forecasting of the 
models. The comparison of several classification models is done in great detail and the best model is found to be 
the Stacking Classifier. It combines multiple base models to enhance the accuracy, precision, recall and F1 score of 
all techniques. This can prove to be a major step in enhancing fraud detection systems, providing accurate 
identification of fraudulent transactions and fewer false positives. The proposed solution highlights the importance 
of ensemble methods and data balancing techniques for tackling the complexity in financial fraud detection.  

Keywords: Fintech, credit card fraud detection, ensemble learning, machine learning, simulated dataset, 
real-world data set.” 

1. Introduction 
In the digital payments world, detecting CCF is a significant problem that is related to identifying irregular payments 
made via credit cards. The problem is quite massive, as in 2020, more than 2.183 million cardholders had Visa and 
MasterCard cards [1]. Reports say that there were almost 1.4 million occurrences of identity theft that year, with 
393,207 of these being linked to credit card fraud [2]. In 2020, fraudulent credit card use cost $28.6 billion, up from 
$23.97 billion in 2017, a 19.3% rise. These losses will grow to $408 billion by the end of the next decade, according to 
the Nilson Report of 2022 [3]. While the banks and other financial institutions are taking steps to slow the increase, it 
continues to rise. This is why robust credit card fraud detection systems are crucial.   
 
There are many approaches that have been discovered to prevent consumers from abusing their credit cards. They can 
be classified into two categories: Statistical Methods and ML Methods [2]. From a statistical point of view, finding 
fraudulent transactions means finding outliers in a dataset. Various statistical techniques such as box-and-whisker plots, 
normal distribution analysis and cluster-based techniques have been employed in the process. The complexity of credit 
card transaction data, however, has increased the need for credit card ML solutions, which offer more flexibility and 
precision.   
 
ML classifiers are designed to examine historical data and make predictions on what transactions are likely fraudulent. 
Some of the most common methods to identify CCFs are given by decision trees, support vector machines, neural 
networks and regression models [3] [4] [5]. While these methods have been moderately successful to varying extents, 
their success usually depends on the quality and attributes of the data sets that are used to train them.   
 
The ensemble learning methods have been added to enhance the detection capability. Ensemble learning attempts to 
create a better and more reliable meta-classifier that is an aggregation of a set of basic classifiers. One way to do this is 
called "bagging," which is making numerous samples from the training data with replacement to train classifiers 
separately. Then, aggregation methods like voting are used to come up with final predictions. Another method to obtain 
an ensemble of classifiers is boosting. It learns them sequentially and passes the prediction errors from one model to 
another to improve the overall performance. AdaBoost, Gradient Boosting, and XGBoost are other examples [6].   
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The third type of ensemble, called stacked generalization or stacking, involves creating a strong ensemble of classifiers 
that are then used to form a powerful meta-classifier. Some researchers recommend stacking as a possible solution to 
reduce the complexity of credit card fraud detection by merging different credit card fraud detection models together 
[7]. 
 

2. Related work 
Credit card fraud detection has been a challenge for financial institutions for a long time, and their troubles have only 
increased over time with the number of transactions, along with the skill of the thieves. There is a lot of research that 
has been done on how ML and statistical methods can be implemented to reduce the risks associated with fraudulent 
transactions. The aim of these strategies is to improve the accuracy and reliability of fraud detection processes and to 
minimize the false negative and false positive rates. 
 
Varmedja et al. [10] explored the application of ML algorithm for credit card fraud detection in this study. Their study 
underlined the need of tackling unbalanced data, a typical problem in fraud detection jobs, through strategies like 
oversampling, undersampling, and the usage of SMOTE. The findings indicated ensemble learning methods such as 
Random Forest and Gradient Boosting performed better than individual models due to their ability to better generalize 
to unseen data. Raj and Portia [11] also investigated other methods to detect fraud and concluded that ML classifiers 
are the most effective to detect unusual patterns in transaction data. They stated that ML techniques are suitable for 
fraud pattern changes as they're adaptive. 
 
The possibilities of using DL to detect credit card fraud have also been investigated. Vimal and Vimal [12] put forward a 
population-based optimized and condensed fuzzy deep belief network to make detection more accurate. They were 
robust to very unbalanced datasets, by applying a combination of feature selection and dimensionality reduction 
techniques. In order to detect fraud, Razooqi et al. [13] proposed a hybrid system using fuzzy logic methods along with 
neural networks with better accuracy and better interpretability than the conventional ML methods. The above studies 
are examples of the increasing research efforts using DL and hybrid approaches to solve the issues of fraudulent 
transaction detection. 
 
Another aspect of fraud recognition that has been aided by visualization techniques is the process of identifying the 
fraud. Lokanan [14] examined the patterns of fraud in credit card transactions and money laundering as they can be 
identified using visualization tools. It has been useful for scientists to grasp the complicated data linkages and outlier 
data, bringing ease to viewing large amounts of data. Of course, visualization can't be the only method to locate 
something, but it is effective when combined with other means. 
 
Another new method for identifying credit card fraud is with graph-based methods. Lebichot et al. [15] created a semi-
supervised system based on models to detect fraud using graphs. The system was designed as a graph of nodes 
representing transactions and edges representing the interactions among the transactions with the abnormal 
transaction pattern being used as a way of identifying fraud. One of the challenges in real-world fraud detection is the 
lack of labeled data, which was addressed in this method by using semi-supervised learning. 
 
ML algorithms are still the most effective way to identify credit card fraud, as the algorithms can be trained and adapted. 
Awoyemi et al. [16] conducted a comparative study of a few ML classifiers including DT, SVM and k-NN. They compared 
and concluded that ensemble methods, particularly bagging and boosting algorithms, performed better. The ensemble 
learning is a method of learning by aggregating predictions from various classifiers to achieve better detection accuracy. 
This will reduce the risk of the model overfitting and increase the chances of generalization. 
 
The hybrid models have been used to provide solutions to these problems. Statistical approaches and ML models are 
used to provide the entire approach to fraud detection. In the first phase, suspicious transactions can be detected using 
some typical outlier detection methods like clustering or density based algorithms. These transactions are then passed 
on to ML classifiers to further analyze. This multi-layered approach addresses all fraudulent tendencies, combining the 
strength of each approach. 
 
While machine learning and statistical techniques have come a long way in detecting fraud, there is an increasing 
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demand for XAI solutions in this domain. Regulatory needs and the need to provide transparency in decision making will 
call for development of models that can offer comprehensible explanation of their predictions. This is especially 
important in financial applications because false positives can cause consumer unhappiness and false negatives can 
result in huge financial losses. 
 

3. Materials and methods 
The method described aims at improving the detection of credit card fraud using a combination of enhanced data 
sampling, feature selection, and ML algorithms. The dataset contains European Data and Sparkov Data that will be fixed 
with class imbalance using data sampling techniques such as OverSampling, UnderSampling, and SMOTE. We will reduce 
the dimensionality and improve the model's performance using PCA decomposition. To discover different patterns of 
the data, we will construct and test various MLmodels including RF [19], NB [18] and XGB [20]. Also, ensemble 
approaches will be used to make things more accurate and stable. These include a Soft Voting Classifier with 
combination of RF, Naive Bayes, and XGBoost, LightGBM, and a Stacking Classifier with Bagging Classifier using RF and 
DT. The aim of using these methods is to create a highly effective and fast fraud detection system. 
 

 
Fig.1 Proposed Architecture 

European and Sparkov and identifies fake transactions. The data is first cleaned and preprocessed. To overcome the 
issue of imbalance in datasets, oversampling, undersampling, and SMOTE are applied. For the classification, NB, RF, 
XGB, Ensemble with Soft Voting Classifier, Stacking Classifier are used. F1 Score, Accuracy, Recall and Precision are used 
to test the model performance. 
 
i) Dataset Collection: 
The European and Sparkov dataset are both transaction datasets with attributes such as time, amount and anonymized 
information for fraud detection using ML and to study whether there are fraud signs. 
 
The European Data [8] set is used to find credit card fraud. It has 284,807 transactions and 31 attributes. They include 
details about the transaction, such as the time of the transaction, the amount and 28 anonymized numerical features 
(V1 to V28). There is also a target variable called "Class" which indicates if the transaction was fraudulent (1) or not (0). 
The data set has no missing values and all of the characteristics except the "Class" column are continuous. This data can 
be used to detect patterns and oddities in financial transactions. 
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Fig.2 Dataset Collection Table – European 

 
The Sparkov dataset has 1,296,675 entries, with 7 columns. The columns contain information about transactions, 
including trans_date_trans_time, which indicates the date and time the transaction occurs, and amt, which indicates 
the amount of the transaction; zip indicates the location of the transaction, and city_pop indicates the population size 
of the city in which the transaction occurs. The dataset also has information on customers, like their date of birth 
("dob"), and the target variable "is_fraud," which shows if a transaction is fraudulent (1) or lawful (0). All the columns 
have numerical and categorical data types and cannot be null. The data set is good for fraud analysis. 
 

 
Fig.3 Dataset Collection Table – Sparkov 

 
ii) Pre-Processing: 
During this pre-processing step, the various important steps such as data processing, data visualization, feature selection 
through PCA decomposition and data sampling techniques will be explored. 
 
a) Data Processing: The data processing step is an important step in preparing the raw data for the ML model. It is 

the data cleaning process of missing value, change data type and remove duplicates. In the search of a credit card 
fraud, data from transactions should be standardized or normalized, particularly if applying algorithms that are 
sensitive to scale like neural networks. Also, categorical features could require encoding and unnecessary features 
should be deleted. Processed data enables models to learn patterns well and recognize fraudulent activity. 
 

b) Data Visualization: To understand distribution and relationship between features which are important for 
preprocessing, data visualization is important. Some tools which can help you identify pattern, correlation and 
outlier within a dataset are histogram, scatter plot and heat map. It is helpful to imagine a 'map' of genuine 
transactions, fraudulent transactions and the correlation between characteristics of the transactions, like amount, 
time, etc. to identify trends and outliers. Visualization also helps to assess class imbalance, and guide additional 
preprocessing procedures such as resampling, or feature engineering. 

 
c) Feature Selection: PCA is a dimensionality reduction technique that can be used to discover the essential features 

of the data. Transforms the initial features into a set of features which are linearly independent and sorted by 
variance. PCA is effective for decreasing the complexity of data, whilst retaining most of the information. For fraud 
detection, PCA can help identify the most unique features of the data and remove any redundant or irrelevant ones, 
which can boost the model's accuracy and efficiency. 
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d) Data Sampling: Data Sampling Methods are applied to handle the issue of class imbalance in the dataset for Fraud 

Detection. Oversampling: This is an approach that results in having more instances of the minority class. 
Undersampling: This is done by reducing the number of instances in the majority class. The SMOTE algorithm 
creates synthetic samples from the minority class using interpolation between the minority class samples. These 
strategies help the model in better detecting fraudulent transactions by providing balanced datasets, thus, assuring 
that the ML algorithms do not bias towards the majority class. 

 
iii) Training & Testing: 
Training and Testing . The process of creating the dataset for the evaluation of ML models . During training, the model 
reads the patterns and relationships between the patterns in the data, adjusts the internal parameters to minimize the 
chance of making mistakes, and reads the patterns and relationships between the patterns in the data again. In test, 
the trained model is evaluated on unseen data to determine its generalisation skills and accuracy of the predictions it 
makes. The approach helps ensuring that the model is strong and can forecast correctly on new data that it has not seen 
before, and so detect fraudulent transactions well. 
 
iv) Algorithms: 
Random Forest: RF [19] ensemble training technique builds many decision trees in the learning process and returns the 
class which has the maximum vote from the decision trees. It is an average of the predictions of multiple trees to avoid 
overfitting and to improve prediction accuracy. The project uses Random Forest as it is robust enough to handle big 
data sets and can deal with imbalanced classes, which is perfect for detecting fraudulent transactions as the patterns 
may be complicated and varied. 
 
Naive Bayes: Naive Bayes is a probabilistic classifier based on Bayes’ theorem assuming the independence of the 
presence of a particular feature and any other feature in the class. It calculates the posterior probability for each class 
and chooses the class with the highest posterior probability. Appropriate for this project is a simple and efficient 
algorithm, namely Naive Bayes [18] classification, which is suitable for large data sets and cases where the features are 
independent which helps in the area of fraud detection. 
 
In generalized notation we write:  

p(A,B|A) = p(A) * p(B|A)                   (1) 
 
The probability of A and B when the probability of A is given, (or known to have occurred) is equal to the product of the 
probability of A and the probability of B given A. It is called conditional probability or rather joint conditional probability 
as the probability is calculated with respect to some condition or some event that has already happened. 
 
XGBoost: XGBoost is a gradient boosting framework which builds the model tree by stages in order and improves their 
performance by regularization and boosting. It is characterized by great accuracy, fast and efficient. The study applied 
XGBoost [20] to improve fraud detection which was applied to large datasets and complex relations between features 
in an efficient way and improve the prediction precision and recall. 
 

y^i=∑k=1Kfk(xi)                     (2) 
 
where y^iy^i is the last prediction of the i th data point and K is the number of trees in the ensemble and fk(xi)fk(xi) 
is the prediction of the K th tree for the i th data point. 
 
Ensemble With Soft Voting Classifier (RF + NB + XGB): Soft Voting Classifier is the ensemble of different classifiers (RF, 
NB and XGB) by the average of their estimation probabilities for final classification. It improves predictions in general 
using the power of individual models. In the project, the ensemble approach is used to create a more effective fraud 
detection system that can detect a range of patterns and reduce the chances of false positives. 
 
Stacking Classifier (Bagging Classifier with RF and DT with LightGBM): The Stacking Classifier stacks multiple classifiers 
(RF, DT, LightGBM) to boost the predictive accuracy, using the output of other classifiers as additional features for the 
meta-learner. This approach is a synthesis of both models and minimizes prejudice. In the project, it is used to build a 
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more accurate and generalized fraud detection system, by incorporating the predictions from multiple algorithms. 
 

IV. RESULTS AND DISCUSSION 
Accuracy: Accuracy measures the proportion of correctly classified transactions, including both fraudulent and 

legitimate transactions, among all transactions evaluated. Estimate the accuracy of the test by determining the 

percentage of true positive and true negative cases of all cases tested. This is mathematically: 

𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 =
𝐓𝐏 + 𝐓𝐍

𝐓𝐏 + 𝐅𝐏 + 𝐓𝐍 + 𝐅𝐍
(𝟑 

Precision: Precision, the proportion of positive cases or samples that are correctly classified. The precision is calculated 

in the following way: 

𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 =
𝐓𝐫𝐮𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞

𝐓𝐫𝐮𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞 + 𝐅𝐚𝐥𝐬𝐞 𝐏𝐨𝐬𝐢𝐭𝐢𝐯𝐞
(𝟒) 

 

Recall: Recall in ML measures the ability of the model to identify all the class examples. It shows the model's ability to 

predict positive cases compared to the number of positive cases, for instances which fit a class. 

𝑹𝒆𝒄𝒂𝒍𝒍 =
𝐓𝐏

𝐓𝐏 +  𝐅𝐍
(𝟓) 

 

F1-Score: F1 score is used to measure the accuracy of the ML model. Combining the precision and recall values of the 

model. The accuracy is the percentage of occurrences for which the model has made a correct prediction in the data 

set. 

𝑭𝟏 𝑺𝒄𝒐𝒓𝒆 = 𝟐 ∗
𝑹𝒆𝒄𝒂𝒍𝒍 𝐗 𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏

𝑹𝒆𝒄𝒂𝒍𝒍 + 𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏
∗ 𝟏𝟎𝟎(𝟔) 

 

The performance metrics of the algorithms (F1, precision, recall and accuracy) are provided in tables (1-6). The 

Stacking Classifier always does better than all the other algorithms on all criteria. The tables also allow you to compare 

the statistics of the different algorithms.  

Table.1 Performance Evaluation Metrics for Oversampling – European dataset 

Model Accuracy F1 Score Recall Precision 

Random Forest 0.925 0.925 0.925 0.928 

Naive Bayes 0.793 0.801 0.793 0.867 

XGBoost 0.937 0.937 0.937 0.939 

Ensemble 0.910 0.911 0.910 0.921 

Stacking Classifier 1.000 1.000 1.000 1.000 

 

Graph.1 Comparison Graphs for OverSampling – European dataset 
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Table.2 Performance Evaluation Metrics for UnderSampling – European dataset 

Model Accuracy F1 Score Recall Precision 

Random Forest 0.878 0.878 0.878 0.878 

Naive Bayes 0.787 0.794 0.787 0.854 

XGBoost 0.898 0.899 0.898 0.900 

Ensemble 0.883 0.884 0.883 0.898 

Stacking Classifier 0.954 0.954 0.954 0.959 

 

Graph.2 Comparison Graphs for UnderSampling – European dataset 

 
 

Table.3 Performance Evaluation Metrics for SMOTE – European dataset 

Model Accuracy F1 Score Recall Precision 

Random Forest 0.941 0.941 0.941 0.941 

Naive Bayes 0.807 0.813 0.807 0.871 

XGBoost 0.955 0.955 0.955 0.956 

Ensemble 0.923 0.923 0.923 0.930 

Stacking Classifier 1.000 1.000 1.000 1.000 

 

Graph.3 Comparison Graphs for SMOTE – European dataset 

 
 

Table.4 Performance Evaluation Metrics for OverSampling – Sparkov dataset 

Model Accuracy F1 Score Recall Precision 

Random Forest 0.861 0.862 0.861 0.881 

Naive Bayes 0.806 0.811 0.806 0.860 

XGBoost 0.913 0.914 0.913 0.921 

Ensemble 0.864 0.866 0.864 0.888 

Stacking Classifier 1.000 1.000 1.000 1.000 
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Graph.4 Comparison Graphs for OverSampling – Sparkov dataset 

 
 
 

Table.5 Performance Evaluation Metrics for UnderSampling – Sparkov dataset 

Model Accuracy F1 Score Recall Precision 

Random Forest 0.861 0.862 0.861 0.884 

Naive Bayes 0.843 0.845 0.843 0.867 

XGBoost 0.911 0.911 0.911 0.919 

Ensemble 0.865 0.866 0.865 0.888 

Stacking Classifier 0.995 0.995 0.995 0.995 

 
Graph.5 Comparison Graphs for UnderSampling – Sparkov dataset 

 
 

Table.6 Performance Evaluation Metrics for SMOTE – Sparkov dataset 

Model Accuracy F1 Score Recall Precision 

Random Forest 0.861 0.863 0.861 0.885 

Naive Bayes 0.814 0.819 0.814 0.863 

XGBoost 0.863 0.865 0.863 0.885 

Ensemble 0.860 0.861 0.860 0.883 

Stacking Classifier 0.999 0.999 0.999 0.999 
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Graph.6 Comparison Graphs for SMOTE – Sparkov dataset 

 

 

For Graphs (1 to 6), the accuracy, F1-score, recall, and precision are indicated in blue, orange, gray, and light yellow, respectively. 
The best performance in all the criteria is obtained by the Stacking Classifier, which gets the highest values of the criteria among 
the other classifiers. The results of these are presented graphically above. 
 

V. CONCLUSION 
Credit card malicious transaction identification helps to thwart huge financial losses for institutions. Though the financial 
stakeholders are making a lot of efforts, all such losses continue to rise and it is significant to have better detection systems. ML 
methods, especially ensemble models, have shown a lot of promise in solving this problem. The ensemble models have been 
found to be very effective in detecting fake transactions among various models, with the Soft Voting Classifier and the Stacking 
Classifier models based on RF, Naive Bayes, and XGBoost being the best models. These are hybrid models that combine the 
positive aspects of various classifiers, to be better at detecting anomalies by improving accuracy, precision, f1 score and recall. 
Especially stacking Classifier is one of the best Credit Card Fraud Detection algorithm as well as very accurate. These are very high 
performing algorithms that can help financial organisations to a great extent to minimise the risk of fraud and enhance the security 
of transactions in the digital world and avoid considerable financial losses.  
 
It is recommended that future studies include the effect of factor multiplication, factor changes and randomizing in the factor in 
the authentication phase to further increase the robustness of fraud detection. It will also be crucial to pay special attention to 
the need for understandable and explainable algorithms. Knowing how these models make their decisions, and being able to 
explain them, can help to improve understanding of how the models work, transparency, and trust in the forecasts. The 
enhancements will lead to more accurate and meaningful systems of fraud detection. 
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  𝑨 𝒄 𝒄 𝒖 𝒓 𝒂 𝒄 𝒚 =   𝐓 𝐏 + 𝐓 𝐍  𝐓 𝐏 + 𝐅 𝐏 + 𝐓 𝐍 + 𝐅 𝐍 ( 𝟑


  𝑷 𝒓 𝒆 𝒄 𝒊 𝒔 𝒊 𝒐 𝒏 =   𝐓 𝐫 𝐮 𝐞   𝐏 𝐨 𝐬 𝐢 𝐭 𝐢 𝐯 𝐞  𝐓 𝐫 𝐮 𝐞   𝐏 𝐨 𝐬 𝐢 𝐭 𝐢 𝐯 𝐞   + 𝐅 𝐚 𝐥 𝐬 𝐞   𝐏 𝐨 𝐬 𝐢 𝐭 𝐢 𝐯 𝐞 ( 𝟒 )


  𝑹 𝒆 𝒄 𝒂 𝒍 𝒍 =   𝐓 𝐏  𝐓 𝐏   +   𝐅 𝐍 ( 𝟓 )


  𝑭 𝟏   𝑺 𝒄 𝒐 𝒓 𝒆 = 𝟐 ∗   𝑹 𝒆 𝒄 𝒂 𝒍 𝒍   𝐗   𝑷 𝒓 𝒆 𝒄 𝒊 𝒔 𝒊 𝒐 𝒏  𝑹 𝒆 𝒄 𝒂 𝒍 𝒍 + 𝑷 𝒓 𝒆 𝒄 𝒊 𝒔 𝒊 𝒐 𝒏 ∗ 𝟏 𝟎 𝟎 ( 𝟔 )

