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Abstract

As the size of an imbalanced database increases, the true positive rate of traditional prediction algorithms faces difficulties
in improvement due to the high ratio of majority to minority classes and the substantial noise present in the data. Missing
values, attribute noise, and imbalanced classes are some of the significant factors that can impact the quality of input data.
The quality of imbalanced data significantly impacts the efficiency of classification approaches, making it necessary to ensure
high-quality input data to achieve optimal results. Therefore, to ensure high-quality predictions on imbalanced datasets,
traditional machine learning models need to be optimized. In this paper, a filtering approach, feature ranking, clustering, and
ensemble classification model are proposed to address these issues in imbalanced SD-loT datasets. A novel strategy is
proposed to handle missing data, imbalanced classes, feature selection, probabilistic clustering, and ensemble classification
approaches are optimized to improve the true positive rate and error rate on imbalanced SD-loT databases. This work
implements a hybrid probabilistic class membership and optimized Max-Hellinger based classification framework on
imbalanced SD-loT datasets to improve overall statistical metrics. Experimental results have demonstrated that the proposed
approach outperforms conventional privacy-preserving techniques in terms of statistical metrics.

Keywords: Imbalance SD-1oT dataset, probabilistic clustering , support vector machine, decision tree, ensemble learning
model.

l.Introduction

Classification is a critical task in machine learning and data mining that involves grouping objects into pre-defined
categories based on their attributes. Numerous real-world applications, such as image and text classification,
and medical diagnosis, rely on this fundamental task. However, the classification process becomes challenging
when the data is imbalanced, and the current models often produce unreliable results. This is primarily due to
the under-representation and reduced importance of the minority class in imbalanced datasets, which can
negatively affect the model's accuracy [1]. Class imbalance occurs when one class has significantly more
instances than the other class. Real-world applications such as credit scoring, fraud detection, and medical
diagnostics frequently involve this type of imbalanced dataset [2-5]. On the other hand, class distribution
imbalance describes a scenario where the number of instances of each class is not significantly different, but the
distribution of the classes is unequal. This type of imbalanced dataset is also common in real-world applications
like picture and text categorization. Additionally, concept drift is a situation where the distribution of classes
changes over time, making it difficult for machine learning models to adapt. Covariate shift occurs when the
distribution of the input features varies for each class. This type of imbalanced dataset arises when data is
collected from multiple sources or at different times, making it challenging for machine learning models to
accurately predict the class labels.Imbalanced datasets in machine learning algorithms can lead to poor accuracy,
biased outputs, and overfitting. Existing models often overlook the minority class in imbalanced datasets,
resulting in subpar performance and distorted outcomes [6]. Ensemble learning, which combines multiple
machine learning models to produce a single prediction, is a useful method for improving the performance of
machine learning models. Although this approach can be computationally expensive and requires significant
resources, it has shown promising outcomes in practical applications [7].Random oversampling involves
replicating instances of the minority class at random until the class distribution is balanced. While this approach
is straightforward and easy to understand, it can lead to overfitting and an increase in computation time.
Synthetic oversampling involves creating synthetic instances of the minority class. Using techniques like
bootstrapping and bagging [8], both oversampling techniques have their limitations and potential drawbacks.
The appropriate technique depends on the specific problem and data characteristics. Nevertheless, these
resampling techniques have been shown to effectively mitigate class imbalance in machine learning
classification models. Imbalanced datasets in real-time machine learning systems can result in several issues,
including predictive model bias, overfitting, and metric misrepresentation. Sampling techniques, such as
oversampling or undersampling, can balance the class distribution in an imbalanced dataset, but they may also
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result in information loss and an increase in noise in the data [9]. Preparmg a dataset for-machine learning

involves several crucial processes, including data preprocessing, noise filtering, addressmg missing values, and
handling attribute noise and class noise. This may involve handling missing values, scallng features to the same
range, and converting data into a numerical representation [10]. -

Classification assigns items to fixed categories based on their attributes. It's used in areas like image labeling,
document tagging, and medical evaluations.Uneven class distribution makes classification harder. When one
class appears far less often, models often miss it, leading to lower accuracy.In medical datasets, for instance,
rare disease cases are often underrepresented. This can cause models to favor the more common class,
producing skewed results.Strategies like oversampling, undersampling, or assigning class-specific costs have
been used. But these can lead to overfitting or loss of useful data, and they often demand heavy computational
resources.

Types of Imbalance
e Class Imbalance: One class has many more instances than the other. Found in areas like fraud detection
and health diagnostics.
e Distribution Imbalance: Classes are not too different in number, but the imbalance still affects learning,
common in visual or text tasks.
e Concept Drift: Class distributions shift over time. It affects dynamic environments like market trends or
weather predictions.
e  Covariate Shift: Input features differ between classes. It often happens when data comes from various
sources or time periods.
Let:
e o: Majority class set, |a| =
e [3: Minority class set, |3| = n, wheren K m
e vy = aU f:Initial training set
e  ¢: Oversampling function, ¢: B — B’
e U Classifier trained on y
e ' Classifier trainedony' = a U p’
e Feature space: £ € RY
e Llabel space: ( = {0,1}
e Learning function: ¥:§ - (
e Loss function: L(P)
e True distribution: §(%,y)
e Empirical risk: Repp (V) = ﬁz(xi')’i)e\/ LY (xi),vi)
Step 1: Dataset imbalance
We start with class distributions:
|| = m, |B| = n,wheren < m
This implies that during learning, ¥ minimizes:

1
Remp(¥) = ——( D" £W(.0)+ ) £PID)
XEQ X€ER
Due to m > n, the model is biased toward class 0.
Step 2: Define oversampling strategy
We introduce a mapping ¢: 3 — B', such that:
IB'l=m= |y'| =2m
Now the empirical risk becomes:

1
Riomp(¥) = 5[ D W' (0,00 + > £ (.1)
XEa xep’
Step 3: Random Oversampling ¢,
Randomly choose elements:
B'=Buf{x,epli=1,...,(m—n)}

Drawbacks:

e 3x;,x; € B:x; = x; = high variance in ¥’

e Increases empirical risk variance:
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Step 4: Synthetic Oversampling ¢ R
Let: )
xi,xj € B,/‘{ ~ U(O,l)
Xsyn = X; + A(xj —-Xx;)
Then:
ﬁ, =puU {x;(yn};cn;ln
Advantages:

e Introduces diversity in 8’

e Reduces overfitting by smoothing the decision boundary
Step 5: Adaptive Synthetic Oversampling ¢,
Let:

e 1;: Density score of x; € § based on K-nearest neighbors from a U 8
Generate:

Xsyn = X; + A(x; — x;) where x; € neighbors(x;),A € (0,1)
Weighting function:
i

DT

w(x;) =

Generate ¢, (f) such that:
Harder-to-learn x; generate more X,
Step 6: Regularization Term in Loss
We incorporate regularization 2(¥') into loss:
Liotar = R:amp (l‘U’) + An(lpl)

Where 2(¥") controls model complexity. Oversampling influences this by affecting:

e  Margin width

e Boundary smoothness
Step 7: Bias-Variance Trade-off
Let:

e Bias: Bias?(¥")

e Variance: Var(¥")
Goal: Reduce bias toward a without inflating variance too much.
Oversampling:

e Reduces bias (more balanced training)

e Random/synthetic may increase variance

e Adaptive synthetic attempts optimal trade-off
Step 8: Generalization Bound
Using VC dimension h, and number of samples N, we apply:

P(IR(¥") — Romp(P)| > €) < 2ex <— Lez)
emp =P\ T a2
More balancedy’ > N T= ¢ |
Thus, oversampling improves generalization.
Step 9: Decision Boundary Behavior
Let:
B(¥Y) = decision boundary
For imbalanced y, boundary B(¥) is skewed toward (.
Fory', B(¥'") is more centered, with:
Margin width*=>Generalization
Step 10: Class-wise Precision & Recall
Let:
Recallz (¥") > Recallz (¥)
Precisiong (¥') =~ Precisiong (¥)

Oversampling mainly boosts recall, slightly affecting precision.

Oversampling is a technique for handling imbalanced datasets by duplicating instances of the minority class to
balance the distribution of the classes. This approach aims to increase the number of instances of the minority
class so that the machine learning model has a better representation of the minority class. There are several
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oversampling methods, including random oversampling, synthetic overs'“ampling,"'and adaptive synthetic
oversampling[10]. g -
Random oversampling involves randomly duplicating instances of the minority class until the distribution of the
classes is balanced. This approach is simple and straightforward, but it can lead to overfitting and an increase in
the computation time. Synthetic oversampling involves generating synthetic instances of the minority class using
techniques such as bootstrapping and bagging. This approach is effective in increasing the number of instances
of the minority class, but it can also lead to overfitting and an increase in the computation time. Adaptive
synthetic oversampling involves generating synthetic instances of the minority class based on the distribution of
the input features. This approach is effective in reducing the risk of overfitting and improving the performance
of the machine learning model. The synthetic instances are generated using techniques such as k-nearest
neighbors and decision trees[11-13].
There are several issues associated with imbalanced datasets in real-time machine learning applications:
Predictive Model Bias: Imbalanced datasets can result in biased machine learning models that tend to favor the
majority class. This can lead to poor performance on the minority class and result in a higher number of false
negatives, or missed predictions.
Overfitting: Machine learning algorithms trained on imbalanced datasets may overfit to the majority class,
resulting in poor generalization performance and poor accuracy on unseen data.
Metric Misrepresentation: Common performance metrics, such as accuracy, can be misleading in imbalanced
datasets, as they tend to favor the majority class. Alternative metrics, such as F1-score or the area under the
receiver operating characteristic (ROC) curve, may be more appropriate for evaluating the performance of
machine learning models in imbalanced datasets.
Data Sampling Techniques: Sampling techniques, such as oversampling or undersampling, can be used to
balance the class distribution in an imbalanced dataset, but these techniques can also result in a loss of
information and increased noise in the data[14].
Data Generation Techniques: Synthetic data generation techniques, such as SMOTE (Synthetic Minority Over-
sampling Technique), can be used to generate synthetic samples of the minority class, but these techniques can
also result in overfitting and decreased model performance.
These are some of the key issues associated with imbalanced datasets in real-time machine learning
applications, and it is important to carefully consider these issues and take appropriate steps to address them
when building and deploying machine learning models in real-time applications.
Data preprocessing, noise filtering, handling missing values, and dealing with attribute noise and class noise are
important steps in preparing a dataset for machine learning.
Data Preprocessing: Data preprocessing refers to the cleaning and transforming of raw data into a format that
can be used for machine learning. This may involve converting data into a numerical format, scaling features to
the same range, and handling missing values.
Noise Filtering: Noise filtering involves removing or correcting instances in the dataset that contain errors or
inconsistencies, such as outliers or duplicate instances. This step can help to improve the performance of
machine learning algorithms and prevent overfitting.
Handling Missing Values: Missing values can occur when instances in the dataset have missing or incomplete
feature values. Handling missing values can involve either imputing the missing values with estimates (such as
the mean or median) or removing instances with missing values entirely.
Attribute Noise: Attribute noise refers to errors or inconsistencies in the features of a dataset. This can occur
when features are measured or recorded inaccurately, or when they contain irrelevant information. Attribute
noise can be reduced by removing irrelevant features, correcting errors in the data, or normalizing features to
the same scale
Let us define the original dataset y = {(&;, {;)}/%*™ over a probability space (2, F,P), where §; e RY c X, {; €
{0,1},andy = a U 8, such that |a| = m > n = |f|. The dataset is sampled from an unknown distribution IP;
with class imbalance.
We define a transformation ¢: XV — XN with sub-operators:
o ¢,:B8 — B', oversampling such that |B'| = |a],
o ¢,:a — a’,undersampling such that |a'| = |B],
and
Y =¢0) = ¢o(B) U ¢y(a)
Introduce a synthetic function 8: X’ X X’ = X defined by:
0(8,6 ) = & + A(E; — €0, 4 ~ U, 1)

Extended to 8;: X' = X via interpolation among k-nearest neighbors:
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1 g
0.6 =7 ) 08550
j=1 )

which generates a synthetic class sy, = {0x(&;) | §; € B}, such that:

Yaug = @ Y B U .Bsyn
Define the learning model as a functional operator:
Y: X - Y,V € Hy (RKHS space)

LY (&), {), where £ is a convex surrogate loss.

Lot Loy (P, Yaug) = g E
Overfitting is characterized by:
Eo)~p[£(F($), O] > Lemp (¥, Yaug) = High generalization error
Introduce noise €; ~ Dpise © RY, and define:
., NE)=Si+e
Noise filtering operator Fp: XN — XN", where:
Fx@) ={Gud) evilel <t}
Let missing values be indicated by function u:&; — {0,1}¢, with u;(&;) = 1 > missing value. Define the
imputation operator:

3 Lo & ifu;j§) =0
16D = (§ins o 6ia)s 65 = {IEE{.}-] :f;l:-(fi) =1

Now, feature normalization is applied:
§; —min(§;)
S: LS8 =
) S @) — min@)

Define total preprocessing pipeline P = § o J o Fj, such that:
Yetean = P ()

We now minimize regularized risk:
w* = [ W 1/ 2
arg ll-'nel?l-g( [Lemp( 'yclean) + A” ”7{1(]
The Rademacher complexity R, () is reduced by clean preprocessing, and this directly increases the model’s

generalization margin Ygep.
We evaluate via:

.. TP
e  Precision P =
LLPHFP
e RecallR =
TP+FN
e Flscore:F; =—
P+R

o AUC: Ry = [, TPR(x)dx
For real-time models, redefine:
¢, 0. X > X{, evolving adaptively with data stream overt € R,
Then final model optimization becomes:
Wi = argmin[L(¥ (P (o (r))) + 4:2(¥)]
under non-stationary distribution shift: P (&, () # P41 (¢, ).

This article is presented in the following manner. Section 2 contains an overview of the related work. Section
3 discusses the proposed work technique after that. The experimental results of the effectiveness of the
proposed work are presented in Section 4. Finally, section 5 has the conclusion.
e Literature Survey
The problem of imbalanced data has led some to tackle it by assigning varying costs to classification errors or
utilizing sampling techniques to balance class distribution. Although these methods can be advantageous, they
do not always lead to improved model performance. Fortunately, a new active learning framework has emerged
as a more efficient and effective solution[15]. By prioritizing high prediction accuracy above overall classification
accuracy, this framework addresses the prevalent issue of misclassification of minority classes that frequently
hampers machine learning algorithms. To improve the effectiveness of classifiers, one promising approach is to
assign greater weight to positive class instances compared to negative ones. For instance, in the domain of
cancer detection, misclassifying non-cancerous cells may require further medical procedures, but misidentifying
cancerous cells can pose significant health risks. Similarly, in the realm of monitoring video feeds for suspicious
activities, misclassifying a regular event may only result in an increase in security measures, while misclassifying
a life-threatening event can have catastrophic ramifications. As such, it is crucial to ensure that the classification
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model is designed to prioritize the accurate identification of instances within the minority-class.However, this
strategy requires careful calibration of penalty parameters to deal with misclassification issues. Another method
involves adjusting the training dataset by either increasing underrepresented “classes or decreasing
overrepresented ones until a balanced class distribution is achieved. However, both techniques involve
additional computational costs for data preprocessing, and oversampling can be particularly challenging for large
datasets[16]. Undersampling has been suggested as a potential solution to enhance classifier sensitivity, but it
may result in the loss of some data. Therefore, the choice of the most appropriate method should be based on
a careful consideration of the specific dataset and the goals of the analysis. To enhance the learning process, it
is essential to identify data that has the potential to be useful. However, removing irrelevant information during
undersampling can lead to a significant decrease in prediction accuracy. Although a flexible ensemble learning
approach has been suggested in [16] to tackle the issue of discarding redundant examples, its application is
restricted to certain algorithm types as it lacks an external preprocessing stage[17]. On the other hand,
oversampling involves generating synthetic positive instances from existing samples to increase class
representation. In datasets with class imbalance, the most prominent characteristic is the skewed distribution
of data. The effectiveness of a classification model is pivotal to its success, but this can be restricted by a limited
sample size when addressing class imbalance. Referring to Ref. 40, it is evident that relying on patterns
discovered in a small class can be hazardous. Therefore, the sample size is an indispensable factor in determining
the model's ability to handle class imbalance. Augmenting the training set's size can considerably enrich the
model's accuracy, specifically in identifying patterns in the small class[18]. Classification modeling is a practical
approach to address the challenge of imbalanced class distribution by distinguishing rare and common samples.
They suggest utilizing a significant dataset to offset the imbalance, given that the data is readily available and
the learning time required for a large dataset is feasible. However, in some classification scenarios, a single class
may contain diverse subclasses or subconcepts with varying numbers of instances, collectively referred to as
within-class concepts. These subclasses can add an extra layer of complexity to classification models, posing
additional challenges. Managing within-class imbalance is a complex and challenging task that requires
addressing the uneven distribution of classes among subclasses. This type of imbalance can worsen the already
existing distribution problem within and between classes, leading to two significant implications. Firstly, it
increases the complexity of understanding the concepts from the dataset, and secondly, it may not always be
apparent. Typically, decision trees identify the class label associated with a leaf by analyzing the training cases
covered by it and selecting the most frequent class[19]. However, modifying decision trees may be necessary to
overcome class imbalance issues and improve the accuracy of the classification model. To ensure the small
classes are not overlooked in the learning process, it is crucial to prioritize the development of tests that can
effectively distinguish between the small and large classes. This is because there are instances where the
learning process may terminate prematurely, before identifying the branches that predict the small classes, or
these branches may be pruned due to their vulnerability to overfitting. The reason for this is that accurately
predicting a small number of samples from the small classes has a negligible impact on reducing the error rate,
compared to the error rate surge caused by overfitting[20]. As a result, relying solely on pruning based on
prediction error may lead to the small classes being marginalized in the learning process. Refining the model
by removing a branch that predicts a minor class is akin to the delicate pruning of a tree, resulting in a thriving
leaf node with a prominent label. The multi-layer perceptron (MLP) trained by the backpropagation (BP)
algorithm is a formidable instrument for resolving classification issues, boasting a complex neural network
composed of interlinked layers of neurons. Each neuron is a crucial component in the intricate machinery, linked
to every other neuron in the preceding and subsequent layers, with the input layer serving as the driving force.
Although the input layer's neurons lack activation functions, the remaining neurons are poised for action,
equipped with the ability to classify and categorize with remarkable precision[21].
Let ¥y = {(&;,{;)}, denote a high-dimensional clinical dataset, where each patient record &; € R? encodes
diagnostic measurements (lab results, vitals, imaging-derived features), and {; € {0,1} denotes disease status
(e.g., presence of a rare pathology). Let this dataset be drawn i.i.d. from an underlying joint distribution P;
over X X Y, with significant class imbalance:

y=aUp,|al > ||, where f = {(§,{; = 1)}, rare disease cases
We define the following operators and mappings:

Sampling Operator
The sampling transformation ¢:y - y’, consists of:
e  Oversampling minority ¢,(8) — B’, such that |8'| — |«|
e Undersampling majority ¢, (@) — a', such that |a’| = |B]
Balanced dataset:
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Y =60 = (B Ubu(@) T

Synthetic Clinical Case Generator 6 g
Let 8: X% x [0,1] — X represent a clinical variant of SMOTE: g
050,650 = & +A(; — 0,4 ~ U[0,1] h

To model local manifold behavior of rare cases, define kernel-averaged neighbors:
k
1
060 =% . 026 € M8
j=1

Augmented set becomes:
Ysyn = a U By {(ek(fi)ll)}fiEB
Noise Operator V'
Real-world sensors (ECG, MRI, etc.) introduce input perturbations:
N (&) =& + €, € ~ Dpoise © R?
We classify noise by origin:

(@,
€

. attribute distortion

. el.(c): class labeling error
. el.(m): machine drift or channel loss
Filtering threshold T € R, applied through:
Fv@) ={Cud) €v | llell, < 73
Missing Feature Modeling 1
Let missingness be indicator-valued:

X = 0,13, (6 =
Imputation operator J defined as:

1 if feature j is missingin &;
0 otherwise

$ij ifpu;(§) =0
%(&) = E[¢.;]  if MCAR (missing completely at random)
f(€y;) otherwise
Normalization §
Standard scaling across clinical features:

fij - min(E.j)

max(&;) —min(.))

5j(fi) =

Full preprocessing pipeline:
P=8eTeFy,Yeean = P¥)
Functional Learning Model ¥
Let ¥: X — Y be a classifier in a RKHS space H with kernel K, trained on clean data:

NI
1
* _ . — . i 2
v = arg in NX LW ED, ) + AP,

Generalization Analysis
Using empirical Rademacher complexity R,,, we ensure:

/l 1/6
E[£(W (), ] < Lemp (W) + 2R, (Hy) + —Oggn/ )

As Y iean becomes denoised and balanced, R,, |, reducing overfitting and increasing margin.

Model Evaluation and Confidence
Let:
F, = 2PR AUC = 1TPR FPR™1 d
v= 5 AUC = [ TPREPRT G
For probabilistic calibration:

c
H(p) =— Z pclog v, Entropy of output confidence
c=1
Time-Adaptive Medical System
Lett € R,, for streaming data from loMT devices:
¢¢, 0, P, adapted over time windows [t, t + 4]
Real-time model:
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¥; = arg minl L (PO + A0 T

“

Under concept drift: N
Pe(§,0) # Peya(§,9) -
Dynamic retraining via exponential weighting:
Ye=y¥Ye1+ A -¥", vy €[01]

Lety = {(&, ¢;)}, denote a clinical/surveillance dataset drawn from a data space X x Y, where:

e & € R%is the feature vector,

e (; €{0,1}, with {; = 1 indicating a critical class (e.g., malignant tumor, threat event),

o Lletf ={il {; =1}, the minority class, and a = {i | {; = 0}, the majority class.
Class Distribution Imbalance

Bl Lla] = y=aUp

Cost-sensitive Risk Formulation

Define a model ¥: X' = Y with surrogate loss ¢, then the cost-sensitive empirical risk:
[yl

1
Leose () = mz w; - L (&), 3
Where:

with wg > wq

i

_ (wg, if{; =1 (minority)
h {wa, if ; = 0 (majority)
In cancer detection:
wp = Cpy » Wy = Cpp, Cpy, Crp € Ry

Sampling-based Balancing
Define resampling operators ¢y, ¢ gown, Where:

o Gup:B =B IR = lal,

*  daouwnia—a,|a| =B,

e Balanced training set y' = ¢,,,(8) U dgoun(a)
This alters the empirical distribution ]f”y:, but incurs:

Time complexity: O(|y|?) in high dimensions for oversampling

Active Learning with Entropy Acquisition
Let unlabeled pool U c X, define entropy function:

HWE) == ) pelogpepe =PE(E) =)
ceY
Acquisition function selects:

& =argmaxH (¥ (£))
EelU
Active learning rounds:
Ve = ¥e—1 U{(E*, (M} {" queried via oracle
This prioritizes instances that induce decision boundary uncertainty, particularly around minority class regions.
Penalty-weighted Optimization Objective
Regularized empirical loss becomes:
Y =arg mqén [Leost (W) + A02(P)]
where (2 is a penalty term (e.g., L2 norm), and A € R, controls model complexity.
Class-weight Dynamics in Real-Time Risk Scenarios
Let class-weight vector evolve over time t € R, adapting to risk:

dw
wg(t) = f(clinical severity, false negative ratet),d—tﬁ =0

E.g., in cancer detection:
f =6 - Sensitivity; , 5 € R,
Generalization Bound with Cost-weighted Margin
Margin y; = y;f (x;) extended to weighted margin:
Yi = wiyif (%)
Define margin loss over margin distribution:
Lmargin = IEi[H(yi’ < 0)]
Generalization bound (probabilistic form):
IP)[‘C‘gen(”u) - Lemp (lp) > 6] < exp(_znfz/(wr%lasz))
where R is the radius of feature space and Wy,q, = max{wg, wg}.
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N
.
-
Final Hybrid Framework Objective ~ =l
Define unified training procedure: R
\
[vel

Wi = arg min Z w® oW, ) + 2NP11% [, w dynamically upﬁted
i=1
Subject to:
e Data sampling adjustments: ¢,
e  Active acquisition rules: * ~ arg maxH (¥, (£))

e  Real-world misclassification costs

To overcome the above-mentioned issues, suggested a unique strategy to preserve high positive outcomes
on disturbed data for further feature analysis, enabling machine-learning models on sensitive data without
sacrificing privacy in a distributed machine-learning environment.

3.Proposed Methodology

This section explains the proposed methodology with data filtering, feature ranking based unsupervised
learning, and a classification framework for real-time patient's SD-loT severity prediction. The framework
involves three phases: real-time data capturing and filtering, unsupervised learning, and classification prediction.
Fig 1 depicts the schematic diagram for the proposed model, which includes the following phases: 1) Real-time
patient data capturing and monitoring, 2) data filtering, 3) Cluster-based ensemble classification. Initially, data
is acquired from real-time sensors and transmitted to AWS cloud storage for data analysis. The data is then
preprocessed using the filtering approach and outlier detection approaches. In the second phase, feature
ranking and density-based clustering approaches are proposed to group contextual similar diseases patients for
class balancing. Finally, a hybrid ensemble learning classifier is proposed to predict the SD-loT patient's disease
severity.Cluster-based class membership plays a key role in identifying patterns in different imbalanced class
distributions. Clustering can assist in identifying trends within the minority class that may not be visible when
considering the entire dataset. One approach to using clustering for imbalanced datasets is to use clustering
algorithms to identify clusters of data points within the minority class. These clusters can be used to generate
data points to balance the class distribution and assign class membership to the data points. This involves
determining the cluster to which each data point belongs and assigning it to the minority class if it falls within a
cluster that contains a higher percentage of minority class data points.Probabilistic models, such as Gaussian
distributions, can be used to assign class membership by modeling the distribution of each class. This approach
not only predicts the class label of an observation but also provides a probability score that represents the
confidence of the prediction. Figure 1 illustrates the proposed model's overall framework. Initially, the model
filters imbalanced datasets using a noise filtering approach and a feature ranking measure. In the next step, it
employs the K-density probabilistic clustering approach to determine the class membership of the filtered data.
Finally, the model implements an ensemble learning framework on the clustered data to improve the statistical
classification metrics.

IoT Sensor

Input imbalance SD-
IoT datasets

Noise filtering
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Hybrid Feature
ranking measure

K-Density
probabilistic
clustering approach

Balanced filter data
cluster labels

Ensemble learning

approach Non-linear SVM
classifier

Max Hellinger based
Decision tree

Statistical metrics

Figure 1: Proposed Framework

1. Proposed Noise Filtering Approach using gamma quartile variation

Sparse filtering is a method that can be utilized to address imbalanced data for feature ranking, remove noise,
and filter out missing values. In the context of missing values, sparse filtering can estimate missing values by
using a non-linear technique based on the non-linear Gaussian model. The non-linear Gaussian estimation (NGE)
method is a statistical approach used to estimate missing values or feature transformations based on this non-
linear Gaussian model. The non-linear Gaussian model is more adaptable than conventional linear techniques in
representing underlying relationships and structures of data. NGE and sparse filtering can transform numerical
values using this non-linear Gaussian model, which can improve data quality for feature ranking and other tasks.
The Non-linear Gaussian estimation equation can be utilized to identify sparse features in imbalanced data with
a high degree of missing values. Let the original data matrix be denoted by X € R™*¢, where n is the number of
instances and d the number of features. We represent the feature vectors with Greek symbols as §; € R%,
denoting the i-th observation.

In sparse filtering, each feature vector §; is transformed into a sparse activation ¢; € R¥, where k < d, using a
sparse projection matrix @ € R**¢, such that:

¢;=0(0%)
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Here, a(+) is a non-linear activation function such as soft absolute value or rectrﬂer (ReLU) To-handle noise and
imbalanced data ¥;,,, we introduce normalization constraints, where the row-wise (feature wise) and column-
wise (sample-wise) normalizations are applied:

Pij <

Pij Pij

— P ¢ T/—
’Zj ‘P?j ’Zi (pl?j

Sparse filtering minimizes the overall L1 norm of normalized activations:

sparse = Z Z |(pl]|

i=1 j=
For missing value estimation and filtering noisy components, we integrate the non-linear Gaussian estimation
model. Assume the missing feature values are modeled by a multivariate Gaussian distribution V' (v, E), where
v € R% is the mean vector and £ € R%*¢ s the covariance matrix.

2.Feature ranking measures

Feature ranking is especially important for imbalanced datasets, which are characterized by a significant
imbalance between the majority and minority classes, with the minority class typically having a much smaller
representation. Feature ranking is an essential step in developing effective machine learning models for
imbalanced datasets. To enhance model performance and avoid overfitting, selecting the most relevant features
for imbalanced datasets is crucial, especially when the majority and minority classes are strongly imbalanced.
The non-linear Gaussian estimate I'; of the feature vector &; is computed as:

— 1 Tm-1
Ir;=exp _E(fi —V)'E (V)
This formulation ensures that data points distant from the Gaussian center receive low confidence scores,
effectively weighting less informative or corrupted entries.
The combined model aims to minimize a total loss function that balances sparse filtering and Gaussian

regularization, given by:
Lo = Z Z 9] + 2, Z € - vz

i=1 j=
The Mahalanobis distance component in the second term measures the deviation of each sample from the
Gaussian prototype (v, £), preserving underlying data structure.
Assuming sparsity acts as a prior, we treat this as a MAP estimation where the posterior of @ is:
P(@lX) x exp(_Ltotal)
To solve this model, we perform gradient-based optimization over @, v, and £, treating missing features via
imputation as:
$ij = E[§i1§-;,v, E]
Finally, the filtered and enhanced feature representation is the projection:
TE) =@ T;
which combines sparse activation and non-linear Gaussian confidence, ensuring robust feature extraction even
under high dimensional imbalance and missingness.
Let the dielectric feature vector be denoted:
6 = {61, 52, ey 571}' 51 eR
Define the absolute value vector:
a = {|6,],16;1, ..., 16}
Define the first quartile range (R1):
p1 = Q259 ()
Define the second quartile range (R2) as average of the 25th and 75th percentiles:

1
2 = E(QZS%(‘Z) + Q759 (@)
Define the third quartile range (R3) as the average of the 75th percentile and the 25th percentile from the end
(which is the 75th percentile of the reversed vector):
1
3= E(Q75%(a) + Q250 (@)
Compute the upper outlier threshold Y ;:

Yy=ps+n-logl'(ps—p.)
Compute the lower outlier threshold Y} :

Y,=pi—n-logl'(p;s —p1)
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Define the upper outlier limit Oy:
Oy = ps + 1 - min{y5(ps + p1), exp(I'(ps — P1))}\\
Define the lower outlier limit O, :
0y = p3 —n-min{x3(ps + p1), exp(I'(p3 — p1))}

Feature selection
Given: 4 = {(Xli' X2ire Xmis Kl')}?=1
Let:
® F,:Set of features selected via Chi-Squared test.
e F,:Set of features selected via Mutual Information.
e F,:Set of features selected via Gain Ratio.
e  F,:Set of redundant features via correlation.
®  Fensemble = F N F, N Fy: Intersection of important features.

Chi-Squared Test:
For each feature y;, compute:
( uv uv)

2
x (xjpK) =
/ Euv

ueu,vevy
Where:
e U:Unique values in feature y;
e  7V:Unique class labels in k
e 0,,: Observed frequency
e FE,,: Expected frequency under independence
Select x; € F, if x* > 6,

Mutual Information (Ml):

10GiK)= ). ) P(xy)log (P(JE)P}(?’))

xEXJ yEY
Select x; € F, if I(x;; k) > 0,

Gain Ratio:
Let:
e  H(x): Entropy of class label.
e H(k|x;): Conditional entropy.

Gain(x;) = H(k) — H(x|x ;)
Splitinfo(x;) = — Z Mlog <M>
UEXj n n
) ) _ Gain(x;)
GainRatio(x;) = Sphtinfo(x))

Select x; € F, if GainRatio>0,,

Correlation Filtering:
Compute correlation matrix p € R™™:
Cov(x» Xi)

p]k -
0%

Form:

F={jx1) | pjx >, j #k}
Remove one feature from each pair 7,

Final Feature Set:
(pimp = Tensemble \ Tp

Feature ranking algorithm
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Definitions and Inputs ~

Let: K
Dataset: 4 = {¥1, ..., Xm} € RP™ .
Target variable: k € R"

Correlation threshold: T € [0,1]

Classes: C = {4, {5, ---, {x}
Final feature ranking score for y;: };

1. Feature-Wise Statistical Metrics
For each feature x; € 4:

Chi-Squared Statistic:

0., — E,.,)?
X} = Z (WE—W) (Observed 0,,,, Expected E,;,)
uv
u,v

Mutual Information:

[ = Z Z P(x,y)log <%)

XEX; yEY

Gain Ratio:
_H@)—-H(x | x;)

", Wiy (20)

2. Feature Voting via Ensemble Intersection
Define selected sets:

GR;

Fe={xj1xj >6,}
Fu={xi11;>6,}
F, ={x; | GR; > 0,}
Ensemble-selected features:
Fensemble = :F)( nTu nTy

3. Redundancy Pruning via Correlation Matrix
Correlation matrix:
- _ Covix), Xx)
Pjk 0;0y
Identify redundant pairs:
F, = {(Xj:){k) | pjx > T}
Remove one feature per redundant pair from F,,semble

4. Hybrid Feature Ranking Measure (HFRM) Using Entropy Fusion
Let:

H(x; | {;): Entropy of feature j conditioned on class {;

Fusion entropy:

K K
2

H; =Z Z wie - [HG 13D — Hxj 1 6]

i=1 k=1

Where:

w;y: Class-level weighting between class {; and {j,

Normalization over class pairs ensures robustness in imbalanced settings.

5. Final Feature Set Selection
Apply a global threshold or top-k selection:

Prinat = {x; | 7> 04}
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Return @y, : Feature subset with high statistical, information-theoreti&,"an‘d corfé]étion—awajq - QR
.
relevance. K

Ensemble feature ranking with different measures are useful for identifying the most important features in
imbalanced datasets. By combining multiple feature ranking techniques, it can help to reduce the risk of
overfitting and improve the overall performance of machine learning models.

The approach aims to eliminate redundant features and retain a subset A,

containing important features, where A, € Features (F).
The mathematical explanation is as follows:

- A, is defined as the set difference between two sets: &, and ¢

correlation.

- ¢, 1s the set of features that are important according to the Chi-Squared Test ( Ve )
- &, ={xl xe Chi’ " MI|

- &

correlation

- &

correlation

- Chi® represents the set of important features found from the Chi-Squared Test.

is the set of features with high correlation.

= {x| x € High correlation in features }

- MI represents the set of important features found from Mutual Information.

In the next phase of the approach:

- The top 80% of features are selected for further analysis, stored in two different sets:Chi* and MI.
- Highly correlated features with over 85% correlation are identified and stored in¢
Algorithm : Binary PSO Algorithm

Input:

correlation. *

- Constants ¢, and c,

- Weight factors w, and w, .
- Maximum velocity V_
-Maximumiterationmaxter

Initialization:

- Initialize the population randomly as ¢ for each solution,
where each solution is a D -dimensional vector.

-Sett=0.

I o W = Wi
- Calculate the initial value of w as w=w,___— itcration [MJ
m

matran
- Evaluate the fitness value for each solution as f (ql’ ; )

- Initialize Pbest and Gbest values.

3. K-Density probabilistic clustering approach
The K-Density probabilistic clustering approach is an extension of the EM (Expectation-Maximization) model
implemented for imbalanced data.
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Main Loop: 2 T R QR
- For k =1to SS (where SS is the swarm size):
- Update the velocity for each particle as:

Vit =wav +ce om, -(Pbestﬁ— q ) +c, m, -(Gbest’— q )
-Fork=1toSS :

- Forj =1to D (where D is the dimensionality):

-If v(i, j) is greater than V___ set v(i, j) equalto V__ .
-1fv(i, j) is less than -V, set v(i, j) equal to —V,
_

14+

-Ifrand <s, set g, equal to I; otherwise, set g, equal to 0.

x*

- Calculate s as s =

- Increment # by 1 .
Output:

- Produce the best solution based on the optimization process.

It can handle datasets with a significant degree of class imbalance where the minority class has a very low sample
size, withstand data noise and outliers, and locate complex and non-linear clusters, which is crucial for numerous
real-world uses. It is utilized to identify clusters in datasets with imbalances by utilizing a probabilistic
framework. The approach represents the probability in the data clusters by a mixture of probability distributions,
and it employs the EM algorithm to estimate the parameters of these distributions. The method iteratively
updates the estimations of the mixture components until convergence is obtained. The K-Density probabilistic
clustering approach estimates the probability density function of each cluster using a kernel density estimator.
The ability of the K-Density probabilistic clustering approach to be applied to both binary and multi-class
classification issues is one of its main benefits. It can also be utilized for unsupervised learning when the number
of classes is unknown in advance. Another benefit of the K-Density probabilistic clustering approach is its ability
to be used with other methods to enhance the performance of machine learning models.

4. Ensemble classification framework
c) Optimal KNN

Algorithm ENN (Edited Nearest Neighbors)
Input:

- Dataset S

- The majority samples S, ;

- Number of nearest neighbors &

- Initial under-sampling rate M

Output:

- First balanced dataset S

Definitions:

Definition : The k-nearest neighbor of the sample S, is the sum of samples in dataset S the distance between
which and S, is less than the distance

between the k -th nearest neighbor sample of S, and S,. It is written as:
KNN(S,, k) ={y, € SI dist(5,,5,) < dist(s,,5, )}

where S, is the k-th nearest neighbor sample of S, in dataset S, and dist is the
Optimized KNN steps:
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Algorithm Steps: .

)

1. Initialize the under-sampling multiple M and the value of M, (Mx 1S
for counting the total number of deleted samples, set to 0 .
2. Traverse each of the major class samples S, ; :

3. Set C,,, =0. Find k nearest neighbor samples of Simaj and store their indexes inkK, , [.

4. According to Equation , select the three samples closest to S,

‘maj

whose indexes are in K, ; ? as their neighbor samples.

5. Compare the label of S;  with its neighbor sample classes. If the label of Simj

J

is different from that of more than two neighbor samples, delete it.
6. Cpy = Cyq +1. 1 Cyy <M, return to Step 3. Otherwise, the operation for §, is ended.

7. Remove the deleted samples from the dataset S to obtain the first balanced dataset$

SVM Models with Feature Selection

In a training set Q, the elements (usually called vectors) are partitioned into two classes
and represented by a pair (x,,y,) €[ " x{-11},

where 7 is the number of features observed for each vector.

x, contains the feature values for vector i, and y, indicates to which of the two classes of Q2 vector i belongs.
The soft margin Support Vector Machine (SVM) problem consists of determining

the hyperplane f'(x) = w' - x +b that separates the vectors in the training set

in such a way that the distance between two parallel hyperplanes
supporting some vector of the two classes is maximized, and the
sum of classification errors is minimized.
The soft margin SVM model minimizes a compromise between these two objectives,
known respectively as the structural risk and the empirical risk.
SVM Model Formulation:

. 1 O
min 5” wl? +CY &
i-1

s.t. yl.(wa,. +b)21—§i i=1,...,m,

& 20 i=1,...,m,
w, ell j=L...,n,
bel
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- Variables w; and b represent the coefficients of the two parallel hyperpléﬁés~wa ;5_£’I‘and-w{x,+ h=—1__ o
.

\\

. . .1 . . . . .
- The first term in the objective function 5 Il wli* is the structural risk, as | wll is twice the inverse
A
of the distance between these two hyperplanes.
- The second term in the objective function z& is the empirical risk, i.e., the sum of the deviation
i=1
of misclassified objects.
- Decision makers use the parameter C to regulate the trade-off between the two objectives.
- Constraints in the model ensure that either vectors i in the class represented by y, = 1

satisfy (wa[ + b) >1 and vectors in class y, = —1 satisfy (wT X, +b) < -1, or variable & takes a positive value.

This formulation describes the soft margin SVM model with feature selection.
It aims to find an optimal hyperplane that maximizes the margin between classes
while considering a trade-off parameter C to handle misclassification errors.

Stage 1: Feature Preprocessing and Outlier Pruning
For each feature x;:

e Compute absolute quartile boundaries:

P1 = Q00X p3 = %(075% + Q25%)
e  Compute outlier thresholds:
Oy = p3 + 1 - min(x3(ps + p1), exp(I'(p3 — p1)))
O, = ps —n - min(xi(ps + p1), exp(I'(ps — p1)))
o  Filter:
X< Xxilxji € [0, 04]]

Il Stage 2: Independent Feature Importance Measures
Foreach x; € A:
1. Chi-Squared Importance:

(0; — E;)?
szZE: lE.l = Fp={; 1 x] > 0,}
i L
L

2.  Mutual Information:

_ P(x,y) _
Ij —xzy P(x,y)log (m) d T# = {Xj | IJ > 9#}

3. Gain Ratio:
H(x) — H(x|x;)

GainRatio; =
I ') Splitinfo(x ;)

- F, = {x; | GainRatio; > 0.}

Stage 3: Ensemble Voting Mechanism
Voting function:
VI = Y Ly
FEF 1 FuFy)
Define:

Tvoted = {Xj | V(X]) = 2}

Stage 4: Redundancy Pruning via Correlation
Compute correlation matrix:
~_ Covix, xi)
Pjr 0,0y
Redundant feature pairs:

Fo={xj x10) | pj > T, # k}
Remove one feature per pair from F,qieq
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Stage 5: Final Selection
Final important features:

Ptinal = :Fvoted \ Tp

4.Experimental Analysis

This section presents experimental results to evaluate our proposed framework in terms of accuracy, precision,
recall, and F-measure, specifically on classification tasks on different imbalanced SD-loT datasets. The
experiment involved conducting 10 iterations of 10-fold cross-validation on a selection of imbalanced datasets
from distributed SD-loT hospitals. The datasets were sourced from various hospitals to capture different features
using real-time sensors. Here, captured data from each hospital is stored in AWS S3. The selection process aimed
to ensure that the datasets represented a range of properties, including varying imbalance ratios, numbers of
classes, total examples, and attributes.

Table 1: Sample BoT-loT dataset

ML algorithms Results Our proposed framework
Randam forest The authors achieved different results by varying festures  In companson to this framework, we used three different
of RF. Accurucy has been the mujor factor In evalustion.  algorithms and achleved an accuracy rate of 97.4%,
While authors also optimized run-time overheads by 96.1%, and 98,1%, for Naive Bayes, SVM, and DT
reducing RF forest size and tree path. respectively. From the results, it is noticed that the forest
size affects the accuracy,
Decislon wee Fl-score Is reported to be approximately 97% showing In comparison to the presented study, we used three

that the system detects DDoS attacks with high accuracy

different algorithms and the DT achieved an accuracy
ratio of 98.1%.

Random F;m;t: 1;35&( r}ié au;ho; aEh!cw:& vmilll; ;‘; sa;n;;lu\g rate or'zo% 76\11 ;)Eposed ‘fr;n'cworikio; a;vmge.

Regression, and Extreme
Gradient Boost (XGP)

of network traffic, showing high precision of
approximately 93%, and # Jow false slarm rate of 96%.

achieved an accuracy of 97.2%

The BoT-loT dataset was designed and created in the Cyber Range Lab of UNSW Canberra Cyber. It contains a
combination of normal and botnet traffic, recorded in pcap files that are 69.3 GB with over 72 million records.
The data is separated into categories and subcategories based on types of attacks, including DDoS, DoS, OS and
Service Scan, Keylogging, and Data exfiltration. To make it easier to work with, 5% of the data, about 1.07 GB
and 3 million records.

pkSeqi  protn saddr port daddr dport =g stddey N_IN_Con mn state_num mens N_W_Con drate unte mas attack CatEgory
792371 wdo 192.368.14 48516 152168 14 80 175094 07226784 100 £.100€36 4 AasraE 100 0 0.4p4711 4719438 1 Do5
20506413 1cp 192.168.1¢ 22267 192168 14 80 143024 D.as199E 100 34397%7 1 3800172 100 0.223077 0401357 444233 1 DDos
2795650 vdp 192.168.1¢ 28029 19216811 80 167033 1931553 73 o 4 2731204 100 0 0407287 4138433 1 0Dos
2118005 1cp 192.368.1% 42142 192.108.31 80 204615 D.473798 50 3271411 1 3626028 100 0 0343508 a4.2297 1 DDoS
103683 tcp 192.368.14 1545 192,168 21 80 ADOSE 2.058381 100 o 3 LiBBan7 100 0 0135842 4753028 1 Do5
420025 tcp 192.168.1¢ 39733 152168 1 80 1563%¢ 2177833 30 o 3 133962 %G 0 0127912 4619857 1 Do5
3008812 vip 192.168.14 10800 192,168 11 80 1IB034 1.3831%0 100 197318 4 3910081 100 0 102512 4sa51% 1 DD
1004106 wdp 192 368. 14 1962% 192,168 1 80 1Bsp72 | 7msan) 100 ) 4 3576072 100 0 04812 4,490 1 Dos
3258214 wdp 192.368.14 22652 1921681 80 105236 0.822443 100 2.98003 4 3982345 100 0 1003092 49545316 1 DDoS
1793063 1cp 192 168.1¢ 39738 192168 1t 80 141822 0.0307%% 73 0143091 1 0173851 100 0103113 0309338 020861 1 DDos
0.995
0.99
0.985
0.98
0.975
0.97
- .
0.96
RF DT XGP Proposed
W Accuracy 0.97 0.98 0.972 0.989
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The above figure shows the results of the classification accuracy achieved using
loT dataset. The X-axis of the graph would represent the different techniques or methods used, while the Y-axis
would display the classification accuracy on BoT-IOT stat data. :

Accuracy

0.995

0.99

0.985

0.98

0.975

0.97

0.965

0.96
RF DT XGP Proposed
M Accuracy 0.97 0.98 0.972 0.989

The above figure shows the results of the classification precision achieved using this proposed technique on
Bot-loT dataset. The X-axis of the graph would represent the different techniques or methods used, while the Y-
axis would display the classification precision on BoT-IOT stat data.

Precision

0.995
0.99
0.985
0.98
0.975
0.97

0.965
RF DT XGP Proposed

M Precision 0.974 0.985 0.974 0.99

The above figure shows the results of the classification recall achieved using this proposed technique on Bot-
loT dataset. The X-axis of the graph would represent the different techniques or methods used, while the Y-axis
would display the classification recall on BoT-10T stat data.
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Correctly Classified Instances 674 96.4235 %

Incorrectly Classified Instances 25 3.5765 %
Fappa statistic 0.9211

Msan absolute error 0.0591

Root mean sgquared srror 0.1663

RelatﬁEE absolute error 13.0727 %

Root relative squared error 34.9501 %

Total Numker of Instances €99

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision Recall F-Measure MCC ROC Area PRC Area Class

0.969 0.046 0.97¢ 0.5969 0.973 0.%21 0.992 0.95%¢ 1

0.554 0.031 0.943 0.9554 0.948 0.%21 0.992 0.%582 2
Weighted Avg. 0.9¢c4 0.040 0.5¢c4 0.964 0.9¢64 0.%21 0.992 0.991

@

- @

Correctly Classified Instances €87

Jd

- @

dcorrectly Classified Instances
Fappa statistic

Mean abkaolute error

RoOt mean squared error

Relative absolute error

Root relative =gquared error

Total Number of Instances

=== Detailed Accuracy By Class ===

TP Rate P Recall FeMeasure MCC Class

0.571 ) 0.571 0.978 0.564 clusterl

0.950 0 0.950 0.986 0.964 0.959 0.595 cluster2
Weighted Avg. 0.983 0.021 0.983 0,983 0.%€64 0.499%9 p. 889

5. Conclusion

In this paper, we propose an ensemble cluster-based classification model to address issues related to
imbalanced datasets, such as the high ratio of majority to minority classes and substantial noise present in the
SD-loT data. In this work, we explored various algorithms and techniques for solving complex problems in
machine learning and data analysis. We discussed a range of algorithms, including Non-Linear Differential
Evolution with Mutation Enhancement (NLDE-ME), Modified Naive Bayes for Unlabeled Records, Support Vector
Machine (SVM) for Classification, and the Bonferroni Mean Fuzzy k-Nearest Neighbors (BM-FKNN)
algorithm.These algorithms cover a diverse set of applications, from feature selection and optimization to
classification and data preprocessing.

loT devices and networks are crucial components of the modern Internet; however, they often possess security
weaknesses and vulnerabilities. The lack of security design in many loT devices makes them susceptible to
attacks that exploit these vulnerabilities, leading to severe consequences. In this work, we proposed a fiter-
based classification approach for detecting loT bot cyber attacks. Our method demonstrated promising results
in terms of accuracy, precision, recall, and F1-score compared to traditional methods. These findings indicate
that the cluster-based classification approach is a viable solution for real-time detection of l1oT bot cyber attacks.
Future work in this area can include several improvements. Firstly, exploring more advanced machine learning
algorithms could enhance the accuracy of the proposed method. Secondly, evaluating the method on larger and
more diverse datasets would help verify its robustness and scalability. Finally, integrating the proposed method
with other intrusion detection techniques could further improve overall performance and accuracy, leading to
more comprehensive protection for loT devices and networks.
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