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Abstract 

As the size of an imbalanced database increases, the true positive rate of traditional prediction algorithms faces difficulties 
in improvement due to the high ratio of majority to minority classes and the substantial noise present in the data. Missing 
values, attribute noise, and imbalanced classes are some of the significant factors that can impact the quality of input data. 
The quality of imbalanced data significantly impacts the efficiency of classification approaches, making it necessary to ensure 
high-quality input data to achieve optimal results. Therefore, to ensure high-quality predictions on imbalanced datasets, 
traditional machine learning models need to be optimized. In this paper, a filtering approach, feature ranking, clustering, and 
ensemble classification model are proposed to address these issues in imbalanced SD-IoT datasets. A novel strategy is 
proposed to handle missing data, imbalanced classes, feature selection, probabilistic clustering, and ensemble classification 
approaches are optimized to improve the true positive rate and error rate on imbalanced SD-IoT databases. This work 
implements a hybrid probabilistic class membership and optimized Max-Hellinger based classification framework on 
imbalanced SD-IoT datasets to improve overall statistical metrics. Experimental results have demonstrated that the proposed 
approach outperforms conventional privacy-preserving techniques in terms of statistical metrics. 
 
Keywords: Imbalance SD-IoT dataset, probabilistic clustering , support vector machine, decision tree, ensemble learning 
model. 

 

1.Introduction 
Classification is a critical task in machine learning and data mining that involves grouping objects into pre-defined 
categories based on their attributes. Numerous real-world applications, such as image and text classification, 
and medical diagnosis, rely on this fundamental task. However, the classification process becomes challenging 
when the data is imbalanced, and the current models often produce unreliable results. This is primarily due to 
the under-representation and reduced importance of the minority class in imbalanced datasets, which can 
negatively affect the model's accuracy [1]. Class imbalance occurs when one class has significantly more 
instances than the other class. Real-world applications such as credit scoring, fraud detection, and medical 
diagnostics frequently involve this type of imbalanced dataset [2-5]. On the other hand, class distribution 
imbalance describes a scenario where the number of instances of each class is not significantly different, but the 
distribution of the classes is unequal. This type of imbalanced dataset is also common in real-world applications 
like picture and text categorization. Additionally, concept drift is a situation where the distribution of classes 
changes over time, making it difficult for machine learning models to adapt. Covariate shift occurs when the 
distribution of the input features varies for each class. This type of imbalanced dataset arises when data is 
collected from multiple sources or at different times, making it challenging for machine learning models to 
accurately predict the class labels.Imbalanced datasets in machine learning algorithms can lead to poor accuracy, 
biased outputs, and overfitting. Existing models often overlook the minority class in imbalanced datasets, 
resulting in subpar performance and distorted outcomes [6]. Ensemble learning, which combines multiple 
machine learning models to produce a single prediction, is a useful method for improving the performance of 
machine learning models. Although this approach can be computationally expensive and requires significant 
resources, it has shown promising outcomes in practical applications [7].Random oversampling involves 
replicating instances of the minority class at random until the class distribution is balanced. While this approach 
is straightforward and easy to understand, it can lead to overfitting and an increase in computation time. 
Synthetic oversampling involves creating synthetic instances of the minority class. Using techniques like 
bootstrapping and bagging [8], both oversampling techniques have their limitations and potential drawbacks. 
The appropriate technique depends on the specific problem and data characteristics. Nevertheless, these 
resampling techniques have been shown to effectively mitigate class imbalance in machine learning 
classification models. Imbalanced datasets in real-time machine learning systems can result in several issues, 
including predictive model bias, overfitting, and metric misrepresentation. Sampling techniques, such as 
oversampling or undersampling, can balance the class distribution in an imbalanced dataset, but they may also 
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result in information loss and an increase in noise in the data [9].Preparing a dataset for machine learning 
involves several crucial processes, including data preprocessing, noise filtering, addressing missing values, and 
handling attribute noise and class noise. This may involve handling missing values, scaling features to the same 
range, and converting data into a numerical representation [10].  
Classification assigns items to fixed categories based on their attributes. It's used in areas like image labeling, 
document tagging, and medical evaluations.Uneven class distribution makes classification harder. When one 
class appears far less often, models often miss it, leading to lower accuracy.In medical datasets, for instance, 
rare disease cases are often underrepresented. This can cause models to favor the more common class, 
producing skewed results.Strategies like oversampling, undersampling, or assigning class-specific costs have 
been used. But these can lead to overfitting or loss of useful data, and they often demand heavy computational 
resources. 
 

Types of Imbalance 
• Class Imbalance: One class has many more instances than the other. Found in areas like fraud detection 

and health diagnostics. 

• Distribution Imbalance: Classes are not too different in number, but the imbalance still affects learning, 
common in visual or text tasks. 

• Concept Drift: Class distributions shift over time. It affects dynamic environments like market trends or 
weather predictions. 

• Covariate Shift: Input features differ between classes. It often happens when data comes from various 
sources or time periods. 

Let: 

• α: Majority class set, |α| = m 

• β: Minority class set, |β| = n, where n ≪ m 

• γ = α ∪ β: Initial training set 

• ϕ: Oversampling function, ϕ: β → β′ 

• ψ: Classifier trained on γ 

• ψ′: Classifier trained on γ′ = α ∪ β′ 

• Feature space: ξ ∈ ℝd 

• Label space: ζ = {0,1} 

• Learning function: Ψ: ξ → ζ 

• Loss function: ℒ(Ψ) 

• True distribution: δ(x, y) 

• Empirical risk: ℛemp(Ψ) =
1

|γ|
∑  (xi,yi)∈γ ℓ(Ψ(xi), yi) 

Step 1: Dataset imbalance 
We start with class distributions: 

|α| = m, |β| = n, where n ≪ m 
This implies that during learning, Ψ minimizes: 

ℛemp(Ψ) =
1

m + n
(∑  

x∈α

 ℓ(Ψ(x),0) + ∑  

x∈β

 ℓ(Ψ(x),1)) 

Due to m ≫ n, the model is biased toward class 0. 
Step 2: Define oversampling strategy 
We introduce a mapping ϕ: β → β′, such that: 

|β′| = m ⇒ |γ′| = 2m 
Now the empirical risk becomes: 

ℛemp
′ (Ψ′) =

1

2m
(∑  

x∈α

 ℓ(Ψ′(x),0) + ∑  

x∈β′

 ℓ(Ψ′(x),1)) 

Step 3: Random Oversampling ϕr 
Randomly choose elements: 

𝛽′ = 𝛽 ∪ {𝑥𝑖 ∈ 𝛽 ∣ 𝑖 = 1, . . . , (𝑚 − 𝑛)} 
Drawbacks: 

• ∃𝑥𝑖 , 𝑥𝑗 ∈ 𝛽′: 𝑥𝑖 = 𝑥𝑗 ⇒ high variance in 𝛹′ 

• Increases empirical risk variance: 

http://accuracy.in/
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Var(ℛ𝑒𝑚𝑝
′ ) ↑ 

Step 4: Synthetic Oversampling 𝜙𝑠 
Let: 

𝑥𝑖 , 𝑥𝑗 ∈ 𝛽, 𝜆 ∼ 𝑈(0,1) 

𝑥𝑠𝑦𝑛 = 𝑥𝑖 + 𝜆(𝑥𝑗 − 𝑥𝑖) 

Then: 
𝛽′ = 𝛽 ∪ {𝑥𝑠𝑦𝑛

𝑘 }𝑘=1
𝑚−𝑛 

Advantages: 

• Introduces diversity in 𝛽′ 

• Reduces overfitting by smoothing the decision boundary 
Step 5: Adaptive Synthetic Oversampling 𝜙𝑎 
Let: 

• 𝜂𝑖: Density score of 𝑥𝑖 ∈ 𝛽 based on K-nearest neighbors from 𝛼 ∪ 𝛽 
Generate: 

𝑥𝑠𝑦𝑛 = 𝑥𝑖 + 𝜆(𝑥𝑗 − 𝑥𝑖) 𝑤ℎ𝑒𝑟𝑒 𝑥𝑗 ∈ 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠(𝑥𝑖), 𝜆 ∈ (0,1) 

Weighting function: 

𝑤(𝑥𝑖) =
𝜂𝑖

∑  𝜂𝑖

 

Generate 𝜙𝑎(𝛽) such that: 
Harder-to-learn 𝑥𝑖  generate more 𝑥𝑠𝑦𝑛 

Step 6: Regularization Term in Loss 
We incorporate regularization 𝛺(𝛹′) into loss: 

ℒ𝑡𝑜𝑡𝑎𝑙 = ℛ𝑒𝑚𝑝
′ (𝛹′) + 𝜆𝛺(𝛹′) 

Where 𝛺(𝛹′) controls model complexity. Oversampling influences this by affecting: 

• Margin width 

• Boundary smoothness 
Step 7: Bias-Variance Trade-off 
Let: 

• Bias: Bias2(𝛹′) 

• Variance: Var(𝛹′) 
Goal: Reduce bias toward 𝛼 without inflating variance too much. 
Oversampling: 

• Reduces bias (more balanced training) 

• Random/synthetic may increase variance 

• Adaptive synthetic attempts optimal trade-off 
Step 8: Generalization Bound 
Using VC dimension ℎ, and number of samples 𝑁, we apply: 

ℙ(|ℛ(𝛹′) − ℛ𝑒𝑚𝑝
′ (𝛹′)| > 𝜖) ≤ 2𝑒𝑥𝑝 (−

2𝑁𝜖2

(1 + ℎ)2
) 

More balanced 𝛾′ ⇒ 𝑁 ↑⇒ 𝜖 ↓ 
Thus, oversampling improves generalization. 
Step 9: Decision Boundary Behavior 
Let: 

𝐵(𝛹) =  𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛 𝑏𝑜𝑢𝑛𝑑𝑎𝑟𝑦 
For imbalanced 𝛾, boundary 𝐵(𝛹) is skewed toward 𝛽. 
For 𝛾′, 𝐵(𝛹′) is more centered, with: 

Margin width↑⇒Generalization↑ 
Step 10: Class-wise Precision & Recall 
Let: 

Recall𝛽(𝛹′) > Recall𝛽(𝛹) 

Precision𝛽(𝛹′) ≈ Precision𝛽(𝛹) 

Oversampling mainly boosts recall, slightly affecting precision. 
 
Oversampling is a technique for handling imbalanced datasets by duplicating instances of the minority class to 
balance the distribution of the classes. This approach aims to increase the number of instances of the minority 
class so that the machine learning model has a better representation of the minority class. There are several 
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oversampling methods, including random oversampling, synthetic oversampling, and adaptive synthetic 
oversampling[10]. 
Random oversampling involves randomly duplicating instances of the minority class until the distribution of the 
classes is balanced. This approach is simple and straightforward, but it can lead to overfitting and an increase in 
the computation time. Synthetic oversampling involves generating synthetic instances of the minority class using 
techniques such as bootstrapping and bagging. This approach is effective in increasing the number of instances 
of the minority class, but it can also lead to overfitting and an increase in the computation time. Adaptive 
synthetic oversampling involves generating synthetic instances of the minority class based on the distribution of 
the input features. This approach is effective in reducing the risk of overfitting and improving the performance 
of the machine learning model. The synthetic instances are generated using techniques such as k-nearest 
neighbors and decision trees[11-13]. 
There are several issues associated with imbalanced datasets in real-time machine learning applications: 
Predictive Model Bias: Imbalanced datasets can result in biased machine learning models that tend to favor the 
majority class. This can lead to poor performance on the minority class and result in a higher number of false 
negatives, or missed predictions. 
Overfitting: Machine learning algorithms trained on imbalanced datasets may overfit to the majority class, 
resulting in poor generalization performance and poor accuracy on unseen data. 
Metric Misrepresentation: Common performance metrics, such as accuracy, can be misleading in imbalanced 
datasets, as they tend to favor the majority class. Alternative metrics, such as F1-score or the area under the 
receiver operating characteristic (ROC) curve, may be more appropriate for evaluating the performance of 
machine learning models in imbalanced datasets. 
Data Sampling Techniques: Sampling techniques, such as oversampling or undersampling, can be used to 
balance the class distribution in an imbalanced dataset, but these techniques can also result in a loss of 
information and increased noise in the data[14]. 
Data Generation Techniques: Synthetic data generation techniques, such as SMOTE (Synthetic Minority Over-
sampling Technique), can be used to generate synthetic samples of the minority class, but these techniques can 
also result in overfitting and decreased model performance. 
These are some of the key issues associated with imbalanced datasets in real-time machine learning 
applications, and it is important to carefully consider these issues and take appropriate steps to address them 
when building and deploying machine learning models in real-time applications. 
Data preprocessing, noise filtering, handling missing values, and dealing with attribute noise and class noise are 
important steps in preparing a dataset for machine learning. 
Data Preprocessing: Data preprocessing refers to the cleaning and transforming of raw data into a format that 
can be used for machine learning. This may involve converting data into a numerical format, scaling features to 
the same range, and handling missing values. 
Noise Filtering: Noise filtering involves removing or correcting instances in the dataset that contain errors or 
inconsistencies, such as outliers or duplicate instances. This step can help to improve the performance of 
machine learning algorithms and prevent overfitting. 
Handling Missing Values: Missing values can occur when instances in the dataset have missing or incomplete 
feature values. Handling missing values can involve either imputing the missing values with estimates (such as 
the mean or median) or removing instances with missing values entirely. 
Attribute Noise: Attribute noise refers to errors or inconsistencies in the features of a dataset. This can occur 
when features are measured or recorded inaccurately, or when they contain irrelevant information. Attribute 
noise can be reduced by removing irrelevant features, correcting errors in the data, or normalizing features to 
the same scale 

Let us define the original dataset 𝛾 = {(𝜉𝑖 , 𝜁𝑖)}𝑖=1
𝑚+𝑛 over a probability space (𝛺, ℱ, ℙ), where 𝜉𝑖 ∈ ℝ𝑑 ⊂ 𝒳, 𝜁𝑖 ∈

{0,1}, and 𝛾 = 𝛼 ∪ 𝛽, such that |𝛼| = 𝑚 ≫ 𝑛 = |𝛽|. The dataset is sampled from an unknown distribution ℙ𝜉,𝜁  

with class imbalance. 

We define a transformation 𝜙: 𝒳𝑁 → 𝒳𝑁′
 with sub-operators: 

• 𝜙𝑜: 𝛽 → 𝛽′, oversampling such that |𝛽′| ≈ |𝛼|, 

• 𝜙𝑢: 𝛼 → 𝛼′, undersampling such that |𝛼′| ≈ |𝛽|, 
and 

𝛾′ = 𝜙(𝛾) = 𝜙𝑜(𝛽) ∪ 𝜙𝑢(𝛼) 
Introduce a synthetic function 𝜃: 𝒳 × 𝒳 → 𝒳 defined by: 

𝜃(𝜉𝑖 , 𝜉𝑗 ; 𝜆) = 𝜉𝑖 + 𝜆(𝜉𝑗 − 𝜉𝑖), 𝜆 ∼ 𝒰(0,1) 

Extended to 𝜃𝑘: 𝒳 → 𝒳 via interpolation among 𝑘-nearest neighbors: 
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𝜃𝑘(𝜉𝑖) =
1

𝑘
∑  

𝑘

𝑗=1

𝜃(𝜉𝑖 , 𝜉𝑗; 𝜆𝑗) 

which generates a synthetic class 𝛽𝑠𝑦𝑛 = {𝜃𝑘(𝜉𝑖) ∣ 𝜉𝑖 ∈ 𝛽}, such that: 

𝛾𝑎𝑢𝑔 = 𝛼 ∪ 𝛽 ∪ 𝛽𝑠𝑦𝑛 

Define the learning model as a functional operator: 
𝛹: 𝒳 → 𝒴, 𝛹 ∈ ℋ𝐾  (RKHS space) 

Let ℒ𝑒𝑚𝑝(𝛹, 𝛾𝑎𝑢𝑔) =
1

|𝛾𝑎𝑢𝑔|
∑  

|𝛾𝑎𝑢𝑔|

𝑖=1
ℓ(𝛹(𝜉𝑖), 𝜁𝑖), where ℓ is a convex surrogate loss. 

Overfitting is characterized by: 
𝔼(𝜉,𝜁)∼ℙ[ℓ(𝛹(𝜉), 𝜁)] ≫ ℒ𝑒𝑚𝑝(𝛹, 𝛾𝑎𝑢𝑔) ⇒ 𝐻𝑖𝑔ℎ 𝑔𝑒𝑛𝑒𝑟𝑎𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛 𝑒𝑟𝑟𝑜𝑟 

Introduce noise 𝜖𝑖 ∼ 𝒟𝑛𝑜𝑖𝑠𝑒 ⊂ ℝ𝑑 , and define: 
𝒩(𝜉𝑖) = 𝜉𝑖 + 𝜖𝑖 

Noise filtering operator ℱ𝒩: 𝒳𝑁 → 𝒳𝑁″
, where: 

ℱ𝒩(𝛾) = {(𝜉𝑖 , 𝜁𝑖) ∈ 𝛾 ∣ ‖𝜖𝑖‖2 ≤ 𝜏} 
Let missing values be indicated by function 𝜇: 𝜉𝑖 → {0,1}𝑑 , with 𝜇𝑗(𝜉𝑖) = 1 ⇒ 𝑚𝑖𝑠𝑠𝑖𝑛𝑔 𝑣𝑎𝑙𝑢𝑒 . Define the 

imputation operator: 

ℐ(𝜉𝑖) = (𝜉𝑖1, … , 𝜉𝑖𝑑), 𝜉𝑖𝑗 = {
𝜉𝑖𝑗 if 𝜇𝑗(𝜉𝑖) = 0

𝔼[𝜉⋅𝑗] if 𝜇𝑗(𝜉𝑖) = 1
 

Now, feature normalization is applied: 

𝒮: 𝜉 ↦ 𝜉′, 𝒮(𝜉𝑗) =
𝜉𝑗 − 𝑚𝑖𝑛(𝜉𝑗)

𝑚𝑎𝑥(𝜉𝑗) − 𝑚𝑖𝑛(𝜉𝑗)
 

Define total preprocessing pipeline 𝒫 = 𝒮 ∘ ℐ ∘ ℱ𝒩, such that: 
𝛾𝑐𝑙𝑒𝑎𝑛 = 𝒫(𝛾) 

We now minimize regularized risk: 

𝛹∗ = 𝑎𝑟𝑔 𝑚𝑖𝑛
𝛹∈ℋ𝐾

 [ℒ𝑒𝑚𝑝(𝛹, 𝛾𝑐𝑙𝑒𝑎𝑛) + 𝜆‖𝛹‖ℋ𝐾

2 ] 

The Rademacher complexity ℜ𝑛(ℋ𝐾) is reduced by clean preprocessing, and this directly increases the model’s 
generalization margin 𝛾𝑔𝑒𝑛. 

We evaluate via: 

• Precision 𝑃 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
 

• Recall 𝑅 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
 

• F1 score: ℱ1 =
2𝑃𝑅

𝑃+𝑅
 

• AUC: ℛ𝑎𝑢𝑐 = ∫  
1

0
𝑇𝑃𝑅(𝑥)𝑑𝑥 

For real-time models, redefine: 
𝜙𝑡 , 𝜃𝑡: 𝒳𝑡 → 𝒳𝑡

′,  𝑒𝑣𝑜𝑙𝑣𝑖𝑛𝑔 𝑎𝑑𝑎𝑝𝑡𝑖𝑣𝑒𝑙𝑦 𝑤𝑖𝑡ℎ 𝑑𝑎𝑡𝑎 𝑠𝑡𝑟𝑒𝑎𝑚 𝑜𝑣𝑒𝑟 𝑡 ∈ ℝ+ 
Then final model optimization becomes: 

𝛹𝑡
∗ = 𝑎𝑟𝑔 𝑚𝑖𝑛

𝛹
 [ℒ(𝛹(𝒫(𝜙𝑡(𝛾𝑡)))) + 𝜆𝑡𝛺(𝛹)] 

under non-stationary distribution shift: ℙ𝑡(𝜉, 𝜁) ≢ ℙ𝑡+1(𝜉, 𝜁). 
 

This article is presented in the following manner. Section 2 contains an overview of the related work. Section 
3 discusses the proposed work technique after that. The experimental results of the effectiveness of the 
proposed work are presented in Section 4. Finally, section 5 has the conclusion. 

• Literature Survey 
The problem of imbalanced data has led some to tackle it by assigning varying costs to classification errors or 
utilizing sampling techniques to balance class distribution. Although these methods can be advantageous, they 
do not always lead to improved model performance. Fortunately, a new active learning framework has emerged 
as a more efficient and effective solution[15]. By prioritizing high prediction accuracy above overall classification 
accuracy, this framework addresses the prevalent issue of misclassification of minority classes that frequently 
hampers machine learning algorithms.  To improve the effectiveness of classifiers, one promising approach is to 
assign greater weight to positive class instances compared to negative ones.  For instance, in the domain of 
cancer detection, misclassifying non-cancerous cells may require further medical procedures, but misidentifying 
cancerous cells can pose significant health risks. Similarly, in the realm of monitoring video feeds for suspicious 
activities, misclassifying a regular event may only result in an increase in security measures, while misclassifying 
a life-threatening event can have catastrophic ramifications. As such, it is crucial to ensure that the classification 
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model is designed to prioritize the accurate identification of instances within the minority class.However, this 
strategy requires careful calibration of penalty parameters to deal with misclassification issues. Another method 
involves adjusting the training dataset by either increasing underrepresented classes or decreasing 
overrepresented ones until a balanced class distribution is achieved. However, both techniques involve 
additional computational costs for data preprocessing, and oversampling can be particularly challenging for large 
datasets[16]. Undersampling has been suggested as a potential solution to enhance classifier sensitivity, but it 
may result in the loss of some data. Therefore, the choice of the most appropriate method should be based on 
a careful consideration of the specific dataset and the goals of the analysis.  To enhance the learning process, it 
is essential to identify data that has the potential to be useful. However, removing irrelevant information during 
undersampling can lead to a significant decrease in prediction accuracy. Although a flexible ensemble learning 
approach has been suggested in [16] to tackle the issue of discarding redundant examples, its application is 
restricted to certain algorithm types as it lacks an external preprocessing stage[17]. On the other hand, 
oversampling involves generating synthetic positive instances from existing samples to increase class 
representation. In datasets with class imbalance, the most prominent characteristic is the skewed distribution 
of data. The effectiveness of a classification model is pivotal to its success, but this can be restricted by a limited 
sample size when addressing class imbalance. Referring to Ref. 40, it is evident that relying on patterns 
discovered in a small class can be hazardous. Therefore, the sample size is an indispensable factor in determining 
the model's ability to handle class imbalance. Augmenting the training set's size can considerably enrich the 
model's accuracy, specifically in identifying patterns in the small class[18].  Classification modeling is a practical 
approach to address the challenge of imbalanced class distribution by distinguishing rare and common samples. 
They  suggest utilizing a significant dataset to offset the imbalance, given that the data is readily available and 
the learning time required for a large dataset is feasible. However, in some classification scenarios, a single class 
may contain diverse subclasses or subconcepts with varying numbers of instances, collectively referred to as 
within-class concepts. These subclasses can add an extra layer of complexity to classification models, posing 
additional challenges.  Managing within-class imbalance is a complex and challenging task that requires 
addressing the uneven distribution of classes among subclasses. This type of imbalance can worsen the already 
existing distribution problem within and between classes, leading to two significant implications. Firstly, it 
increases the complexity of understanding the concepts from the dataset, and secondly, it may not always be 
apparent. Typically, decision trees identify the class label associated with a leaf by analyzing the training cases 
covered by it and selecting the most frequent class[19]. However, modifying decision trees may be necessary to 
overcome class imbalance issues and improve the accuracy of the classification model.    To ensure the small 
classes are not overlooked in the learning process, it is crucial to prioritize the development of tests that can 
effectively distinguish between the small and large classes. This is because there are instances where the 
learning process may terminate prematurely, before identifying the branches that predict the small classes, or 
these branches may be pruned due to their vulnerability to overfitting. The reason for this is that accurately 
predicting a small number of samples from the small classes has a negligible impact on reducing the error rate, 
compared to the error rate surge caused by overfitting[20]. As a result, relying solely on pruning based on 
prediction error may lead to the small classes being marginalized in the learning process.   Refining the model 
by removing a branch that predicts a minor class is akin to the delicate pruning of a tree, resulting in a thriving 
leaf node with a prominent label. The multi-layer perceptron (MLP) trained by the backpropagation (BP) 
algorithm is a formidable instrument for resolving classification issues, boasting a complex neural network 
composed of interlinked layers of neurons. Each neuron is a crucial component in the intricate machinery, linked 
to every other neuron in the preceding and subsequent layers, with the input layer serving as the driving force. 
Although the input layer's neurons lack activation functions, the remaining neurons are poised for action, 
equipped with the ability to classify and categorize with remarkable precision[21]. 

Let 𝛾 = {(𝜉𝑖 , 𝜁𝑖)}𝑖=1
𝑁  denote a high-dimensional clinical dataset, where each patient record 𝜉𝑖 ∈ ℝ𝑑  encodes 

diagnostic measurements (lab results, vitals, imaging-derived features), and 𝜁𝑖 ∈ {0,1} denotes disease status 
(e.g., presence of a rare pathology). Let this dataset be drawn i.i.d. from an underlying joint distribution ℙ𝜉,𝜁  

over 𝒳 × 𝒴, with significant class imbalance: 
𝛾 = 𝛼 ∪ 𝛽, |𝛼| ≫ |𝛽|, 𝑤ℎ𝑒𝑟𝑒 𝛽 = {(𝜉𝑖 , 𝜁𝑖 = 1)},  𝑟𝑎𝑟𝑒 𝑑𝑖𝑠𝑒𝑎𝑠𝑒 𝑐𝑎𝑠𝑒𝑠 

We define the following operators and mappings: 
 
Sampling Operator 
The sampling transformation 𝜙: 𝛾 ↦ 𝛾′, consists of: 

• Oversampling minority 𝜙𝑜(𝛽) → 𝛽′, such that |𝛽′| → |𝛼| 

• Undersampling majority 𝜙𝑢(𝛼) → 𝛼′, such that |𝛼′| → |𝛽| 
Balanced dataset: 
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𝛾′ = 𝜙(𝛾) = 𝜙𝑜(𝛽) ∪ 𝜙𝑢(𝛼) 
Synthetic Clinical Case Generator 𝜃 
Let 𝜃: 𝒳2 × [0,1] → 𝒳 represent a clinical variant of SMOTE: 

𝜃(𝜉𝑖 , 𝜉𝑗; 𝜆) = 𝜉𝑖 + 𝜆(𝜉𝑗 − 𝜉𝑖), 𝜆 ∼ 𝒰[0,1] 

To model local manifold behavior of rare cases, define kernel-averaged neighbors: 

𝜃𝑘(𝜉𝑖) =
1

𝑘
∑  

𝑘

𝑗=1

𝜃(𝜉𝑖 , 𝜉𝑗; 𝜆𝑗), 𝜉𝑗 ∈ 𝒩𝑘(𝜉𝑖) 

Augmented set becomes: 
𝛾𝑠𝑦𝑛 = 𝛼 ∪ 𝛽 ∪ {(𝜃𝑘(𝜉𝑖),1)}𝜉𝑖∈𝛽 

Noise Operator 𝒩 
Real-world sensors (ECG, MRI, etc.) introduce input perturbations: 

𝒩(𝜉𝑖) = 𝜉𝑖 + 𝜖𝑖 , 𝜖𝑖 ∼ 𝒟𝑛𝑜𝑖𝑠𝑒 ⊂ ℝ𝑑  
We classify noise by origin: 

• 𝜖𝑖
(𝑎)

: attribute distortion 

• 𝜖𝑖
(𝑐)

: class labeling error 

• 𝜖𝑖
(𝑚)

: machine drift or channel loss 

Filtering threshold 𝜏 ∈ ℝ+ applied through: 
ℱ𝒩(𝛾) = {(𝜉𝑖 , 𝜁𝑖) ∈ 𝛾  |  ‖𝜖𝑖‖2 ≤ 𝜏} 

Missing Feature Modeling 𝜇 
Let missingness be indicator-valued: 

𝜇: 𝒳 → {0,1}𝑑 , 𝜇𝑗(𝜉𝑖) = {
1 if feature 𝑗 is missing in 𝜉𝑖

0 otherwise
 

Imputation operator ℐ defined as: 

ℐ𝑗(𝜉𝑖) = {

𝜉𝑖𝑗 if 𝜇𝑗(𝜉𝑖) = 0

𝔼[𝜉⋅𝑗] if MCAR (missing completely at random)

𝑓(𝜉⋅∖𝑗) otherwise

 

Normalization 𝒮 
Standard scaling across clinical features: 

𝒮𝑗(𝜉𝑖) =
𝜉𝑖𝑗 − 𝑚𝑖𝑛(𝜉⋅𝑗)

𝑚𝑎𝑥(𝜉⋅𝑗) − 𝑚𝑖𝑛(𝜉⋅𝑗)
 

Full preprocessing pipeline: 
𝒫 = 𝒮 ∘ ℐ ∘ ℱ𝒩 , 𝛾𝑐𝑙𝑒𝑎𝑛 = 𝒫(𝛾) 

Functional Learning Model 𝛹 
Let 𝛹: 𝒳 → 𝒴 be a classifier in a RKHS space ℋ𝐾  with kernel 𝐾, trained on clean data: 

𝛹∗ = 𝑎𝑟𝑔 𝑚𝑖𝑛
𝛹∈ℋ𝐾

  [
1

𝑁′
∑  

𝑁′

𝑖=1

 ℓ(𝛹(𝜉𝑖), 𝜁𝑖) + 𝜆‖𝛹‖ℋ𝐾

2 ] 

Generalization Analysis 
Using empirical Rademacher complexity ℜ𝑛, we ensure: 

𝔼[ℓ(𝛹(𝜉), 𝜁)] ≤ ℒ𝑒𝑚𝑝(𝛹) + 2ℜ𝑛(ℋ𝐾) + √
𝑙𝑜𝑔(1/𝛿)

2𝑛
 

As 𝛾𝑐𝑙𝑒𝑎𝑛 becomes denoised and balanced, ℜ𝑛 ↓, reducing overfitting and increasing margin. 
Model Evaluation and Confidence 
Let: 

ℱ1 =
2𝑃𝑅

𝑃 + 𝑅
, 𝐴𝑈𝐶 = ∫  

1

0

𝑇𝑃𝑅(𝐹𝑃𝑅−1(𝑥))𝑑𝑥 

For probabilistic calibration: 

ℋ(𝑝) = − ∑  

𝐶

𝑐=1

𝑝𝑐𝑙𝑜𝑔 𝑝𝑐 , 𝐸𝑛𝑡𝑟𝑜𝑝𝑦 𝑜𝑓 𝑜𝑢𝑡𝑝𝑢𝑡 𝑐𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑐𝑒 

Time-Adaptive Medical System 
Let 𝑡 ∈ ℝ+, for streaming data from IoMT devices: 

𝜙𝑡 , 𝜃𝑡 , 𝒫𝑡 adapted over time windows [𝑡, 𝑡 + 𝛥] 
Real-time model: 
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𝛹𝑡
∗ = 𝑎𝑟𝑔 𝑚𝑖𝑛

𝛹
 [ℒ(𝛹(𝒫𝑡(𝜙𝑡(𝛾𝑡)))) + 𝜆𝑡𝛺(𝛹)] 

Under concept drift: 
ℙ𝑡(𝜉, 𝜁) ≠ ℙ𝑡+1(𝜉, 𝜁) 

Dynamic retraining via exponential weighting: 
𝛹𝑡 = 𝛾𝛹𝑡−1 + (1 − 𝛾)𝛹𝑡

𝑛𝑒𝑤 , 𝛾 ∈ [0,1] 
Let 𝛾 = {(𝜉𝑖 , 𝜁𝑖)}𝑖=1

𝑁  denote a clinical/surveillance dataset drawn from a data space 𝒳 × 𝒴, where: 

• 𝜉𝑖 ∈ ℝ𝑑 is the feature vector, 

• 𝜁𝑖 ∈ {0,1}, with 𝜁𝑖 = 1 indicating a critical class (e.g., malignant tumor, threat event), 

• Let 𝛽 = {𝑖 ∣ 𝜁𝑖 = 1}, the minority class, and 𝛼 = {𝑖 ∣ 𝜁𝑖 = 0}, the majority class. 
Class Distribution Imbalance 

|𝛽| ≪ |𝛼|  ⇒  𝛾 = 𝛼 ∪ 𝛽 
Cost-sensitive Risk Formulation 
Define a model 𝛹: 𝒳 → 𝒴 with surrogate loss ℓ, then the cost-sensitive empirical risk: 

ℒ𝑐𝑜𝑠𝑡(𝛹) =
1

|𝛾|
∑  

|𝛾|

𝑖=1

𝑤𝑖 ⋅ ℓ(𝛹(𝜉𝑖), 𝜁𝑖) 

Where: 

𝑤𝑖 = {
𝜔𝛽 , if 𝜁𝑖 = 1 (𝑚𝑖𝑛𝑜𝑟𝑖𝑡𝑦)

𝜔𝛼 , if 𝜁𝑖 = 0 (𝑚𝑎𝑗𝑜𝑟𝑖𝑡𝑦)
 𝑤𝑖𝑡ℎ 𝜔𝛽 ≫ 𝜔𝛼 

In cancer detection: 
𝜔𝛽 = 𝐶𝐹𝑁 ≫ 𝜔𝛼 = 𝐶𝐹𝑃 , 𝐶𝐹𝑁 , 𝐶𝐹𝑃 ∈ ℝ+ 

Sampling-based Balancing 
Define resampling operators 𝜙𝑢𝑝, 𝜙𝑑𝑜𝑤𝑛, where: 

• 𝜙𝑢𝑝: 𝛽 → 𝛽′, |𝛽′| ≈ |𝛼|, 

• 𝜙𝑑𝑜𝑤𝑛: 𝛼 → 𝛼′, |𝛼′| ≈ |𝛽|, 

• Balanced training set 𝛾′ = 𝜙𝑢𝑝(𝛽) ∪ 𝜙𝑑𝑜𝑤𝑛(𝛼) 

This alters the empirical distribution ℙ̂𝛾′ , but incurs: 

Time complexity: 𝒪(|𝛾|2) 𝑖𝑛 ℎ𝑖𝑔ℎ 𝑑𝑖𝑚𝑒𝑛𝑠𝑖𝑜𝑛𝑠 𝑓𝑜𝑟 𝑜𝑣𝑒𝑟𝑠𝑎𝑚𝑝𝑙𝑖𝑛𝑔 
Active Learning with Entropy Acquisition 
Let unlabeled pool 𝒰 ⊂ 𝒳, define entropy function: 

ℋ(𝛹(𝜉)) = − ∑  

𝑐∈𝒴

𝑝𝑐𝑙𝑜𝑔 𝑝𝑐 , 𝑝𝑐 = ℙ(𝛹(𝜉) = 𝑐) 

Acquisition function selects: 
𝜉∗ = 𝑎𝑟𝑔 𝑚𝑎𝑥

𝜉∈𝒰
 ℋ(𝛹(𝜉)) 

Active learning rounds: 
𝛾𝑡 = 𝛾𝑡−1 ∪ {(𝜉∗, 𝜁∗)}, 𝜁∗ queried via oracle 

This prioritizes instances that induce decision boundary uncertainty, particularly around minority class regions. 
Penalty-weighted Optimization Objective 
Regularized empirical loss becomes: 

𝛹∗ = 𝑎𝑟𝑔 𝑚𝑖𝑛
𝛹

 [ℒ𝑐𝑜𝑠𝑡(𝛹) + 𝜆𝛺(𝛹)] 

where 𝛺 is a penalty term (e.g., L2 norm), and 𝜆 ∈ ℝ+ controls model complexity. 
Class-weight Dynamics in Real-Time Risk Scenarios 
Let class-weight vector evolve over time 𝑡 ∈ ℝ+, adapting to risk: 

𝜔𝛽(𝑡) = 𝑓(𝑐𝑙𝑖𝑛𝑖𝑐𝑎𝑙 𝑠𝑒𝑣𝑒𝑟𝑖𝑡𝑦, false negative rate𝑡),
𝑑𝜔𝛽

𝑑𝑡
≥ 0 

E.g., in cancer detection: 

𝑓 = 𝛿 ⋅ Sensitivity𝑡
−1, 𝛿 ∈ ℝ+ 

Generalization Bound with Cost-weighted Margin 
Margin 𝛾𝑖 = 𝑦𝑖𝑓(𝑥𝑖) extended to weighted margin: 

𝛾𝑖
′ = 𝑤𝑖 ⋅ 𝑦𝑖𝑓(𝑥𝑖) 

Define margin loss over margin distribution: 
ℒ𝑚𝑎𝑟𝑔𝑖𝑛 = 𝔼𝑖[𝕀(𝛾𝑖

′ ≤ 𝜃)] 

Generalization bound (probabilistic form): 

ℙ[ℒ𝑔𝑒𝑛(𝛹) − ℒ𝑒𝑚𝑝(𝛹) > 𝜖] ≤ 𝑒𝑥𝑝(−2𝑛𝜖2/(𝑤𝑚𝑎𝑥
2 𝑅2)) 

where 𝑅 is the radius of feature space and 𝑤𝑚𝑎𝑥 = 𝑚𝑎𝑥{𝜔𝛼 , 𝜔𝛽}. 
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Final Hybrid Framework Objective 
Define unified training procedure: 

𝛹𝑡
∗ = 𝑎𝑟𝑔 𝑚𝑖𝑛

𝛹
  [∑  

|𝛾𝑡|

𝑖=1

 𝑤𝑖
(𝑡)

⋅ ℓ(𝛹(𝜉𝑖), 𝜁𝑖) + 𝜆𝑡‖𝛹‖2] , 𝑤𝑖
(𝑡)

 dynamically updated 

Subject to: 

• Data sampling adjustments: 𝜙𝑡 

• Active acquisition rules: 𝜉∗ ∼ 𝑎𝑟𝑔 𝑚𝑎𝑥ℋ(𝛹𝑡(𝜉)) 

• Real-world misclassification costs 
 
To overcome the above-mentioned issues, suggested a unique strategy to preserve high positive outcomes 

on disturbed data for further feature analysis, enabling machine-learning models on sensitive data without 
sacrificing privacy in a distributed machine-learning environment. 
 

3.Proposed Methodology 
This section explains the proposed methodology with data filtering, feature ranking based unsupervised 
learning, and a classification framework for real-time patient's SD-IoT severity prediction. The framework 
involves three phases: real-time data capturing and filtering, unsupervised learning, and classification prediction. 
Fig 1 depicts the schematic diagram for the proposed model, which includes the following phases: 1) Real-time 
patient data capturing and monitoring, 2) data filtering, 3) Cluster-based ensemble classification. Initially, data 
is acquired from real-time sensors and transmitted to AWS cloud storage for data analysis. The data is then 
preprocessed using the filtering approach and outlier detection approaches. In the second phase, feature 
ranking and density-based clustering approaches are proposed to group contextual similar diseases patients for 
class balancing. Finally, a hybrid ensemble learning classifier is proposed to predict the SD-IoT patient's disease 
severity.Cluster-based class membership plays a key role in identifying patterns in different imbalanced class 
distributions. Clustering can assist in identifying trends within the minority class that may not be visible when 
considering the entire dataset. One approach to using clustering for imbalanced datasets is to use clustering 
algorithms to identify clusters of data points within the minority class. These clusters can be used to generate 
data points to balance the class distribution and assign class membership to the data points. This involves 
determining the cluster to which each data point belongs and assigning it to the minority class if it falls within a 
cluster that contains a higher percentage of minority class data points.Probabilistic models, such as Gaussian 
distributions, can be used to assign class membership by modeling the distribution of each class. This approach 
not only predicts the class label of an observation but also provides a probability score that represents the 
confidence of the prediction. Figure 1 illustrates the proposed model's overall framework. Initially, the model 
filters imbalanced datasets using a noise filtering approach and a feature ranking measure. In the next step, it 
employs the K-density probabilistic clustering approach to determine the class membership of the filtered data. 
Finally, the model implements an ensemble learning framework on the clustered data to improve the statistical 
classification metrics. 
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Figure 1: Proposed Framework  
 
1. Proposed Noise Filtering Approach using gamma quartile variation 
Sparse filtering is a method that can be utilized to address imbalanced data for feature ranking, remove noise, 
and filter out missing values. In the context of missing values, sparse filtering can estimate missing values by 
using a non-linear technique based on the non-linear Gaussian model. The non-linear Gaussian estimation (NGE) 
method is a statistical approach used to estimate missing values or feature transformations based on this non-
linear Gaussian model. The non-linear Gaussian model is more adaptable than conventional linear techniques in 
representing underlying relationships and structures of data. NGE and sparse filtering can transform numerical 
values using this non-linear Gaussian model, which can improve data quality for feature ranking and other tasks.  
The Non-linear Gaussian estimation equation can be utilized to identify sparse features in imbalanced data with 

a high degree of missing values. Let the original data matrix be denoted by 𝑿 ∈ ℝ𝑛×𝑑, where 𝑛 is the number of 

instances and 𝑑  the number of features. We represent the feature vectors with Greek symbols as 𝝃𝑖 ∈ ℝ𝑑 , 
denoting the 𝑖-th observation. 

In sparse filtering, each feature vector 𝝃𝑖  is transformed into a sparse activation 𝝋𝑖 ∈ ℝ𝑘, where 𝑘 ≤ 𝑑, using a 

sparse projection matrix 𝜣 ∈ ℝ𝑘×𝑑, such that: 
𝝋𝑖 = 𝜎(𝜣𝝃𝑖) 
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Here, 𝜎(⋅) is a non-linear activation function such as soft absolute value or rectifier (ReLU). To handle noise and 
imbalanced data 𝛹imb, we introduce normalization constraints, where the row-wise (feature-wise) and column-
wise (sample-wise) normalizations are applied: 

𝝋𝑖𝑗 ←
𝝋𝑖𝑗

√∑  𝑗  𝝋𝑖𝑗
2

, 𝝋𝑖𝑗 ←
𝝋𝑖𝑗

√∑  𝑖  𝝋𝑖𝑗
2

 

Sparse filtering minimizes the overall L1 norm of normalized activations: 

ℒsparse = ∑  

𝑛

𝑖=1

∑  

𝑘

𝑗=1

|𝝋𝑖𝑗| 

For missing value estimation and filtering noisy components, we integrate the non-linear Gaussian estimation 
model. Assume the missing feature values are modeled by a multivariate Gaussian distribution 𝒩(𝝂, 𝜩), where 

𝝂 ∈ ℝ𝑑  is the mean vector and 𝜩 ∈ ℝ𝑑×𝑑 is the covariance matrix. 
 
2.Feature ranking measures 
Feature ranking is especially important  for imbalanced datasets, which are characterized by a significant 
imbalance between the majority and minority classes, with the minority class typically having a much smaller 
representation. Feature ranking is an essential step in developing effective machine learning models for 
imbalanced datasets. To enhance model performance and avoid overfitting, selecting the most relevant features 
for imbalanced datasets is crucial, especially when the majority and minority classes are strongly imbalanced. 
The non-linear Gaussian estimate 𝜞𝑖  of the feature vector 𝝃𝑖  is computed as: 

𝜞𝑖 = 𝑒𝑥𝑝 (−
1

2
(𝝃𝑖 − 𝝂)𝑇𝜩−1(𝝃𝑖 − 𝝂)) 

This formulation ensures that data points distant from the Gaussian center receive low confidence scores, 
effectively weighting less informative or corrupted entries. 
The combined model aims to minimize a total loss function that balances sparse filtering and Gaussian 
regularization, given by: 

ℒtotal = 𝜆1 ∑  

𝑛

𝑖=1

∑  

𝑘

𝑗=1

|𝝋𝑖𝑗| + 𝜆2 ∑  

𝑛

𝑖=1

‖𝝃𝑖 − 𝝂‖𝜩−1
2  

The Mahalanobis distance component in the second term measures the deviation of each sample from the 
Gaussian prototype (𝝂, 𝜩), preserving underlying data structure. 
Assuming sparsity acts as a prior, we treat this as a MAP estimation where the posterior of 𝜣 is: 

𝑃(𝜣|𝑿) ∝ 𝑒𝑥𝑝(−ℒtotal) 
To solve this model, we perform gradient-based optimization over 𝜣, 𝝂, and 𝜩, treating missing features via 
imputation as: 

𝝃̂𝑖𝑗 = 𝔼[𝝃𝑖𝑗|𝝃−𝑗 , 𝝂, 𝜩] 

Finally, the filtered and enhanced feature representation is the projection: 
𝒯(𝝃𝑖) = 𝝋𝑖 ⋅ 𝜞𝑖 

which combines sparse activation and non-linear Gaussian confidence, ensuring robust feature extraction even 
under high dimensional imbalance and missingness. 
Let the dielectric feature vector be denoted: 

𝜹 = {𝛿1, 𝛿2, … , 𝛿𝑛}, 𝛿𝑖 ∈ ℝ 
Define the absolute value vector: 

𝜶 = {|𝛿1|, |𝛿2|, … , |𝛿𝑛|} 
Define the first quartile range (R1): 

𝝆1 = 𝑄25%(𝜶) 
Define the second quartile range (R2) as average of the 25th and 75th percentiles: 

𝝆2 =
1

2
(𝑄25%(𝜶) + 𝑄75%(𝜶)) 

Define the third quartile range (R3) as the average of the 75th percentile and the 25th percentile from the end 
(which is the 75th percentile of the reversed vector): 

𝝆3 =
1

2
(𝑄75%(𝜶) + 𝑄25%(𝜶←)) 

Compute the upper outlier threshold 𝜰𝑈: 
𝜰𝑈 = 𝝆3 + 𝜼 ⋅ 𝑙𝑜𝑔 𝛤(𝝆3 − 𝝆1) 

Compute the lower outlier threshold 𝜰𝐿: 
𝜰𝐿 = 𝝆1 − 𝜼 ⋅ 𝑙𝑜𝑔 𝛤(𝝆3 − 𝝆1) 
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Define the upper outlier limit 𝒪𝑈: 

𝒪𝑈 = 𝝆3 + 𝜼 ⋅ 𝑚𝑖𝑛{𝜒9
2(𝝆3 + 𝝆1), 𝑒𝑥𝑝(𝛤(𝝆3 − 𝝆1))} 

Define the lower outlier limit 𝒪𝐿: 

𝒪𝐿 = 𝝆3 − 𝜼 ⋅ 𝑚𝑖𝑛{𝜒9
2(𝝆3 + 𝝆1), 𝑒𝑥𝑝(𝛤(𝝆3 − 𝝆1))} 

Feature selection 
Given: 𝜟 = {(𝝌1𝑖 , 𝝌2𝑖, . . . , 𝝌𝑚𝑖 , 𝜅𝑖)}𝑖=1

𝑛  
Let: 

• ℱ𝜒: Set of features selected via Chi-Squared test. 

• ℱ𝜇: Set of features selected via Mutual Information. 

• ℱ𝛾: Set of features selected via Gain Ratio. 

• ℱ𝜌: Set of redundant features via correlation. 

• ℱensemble = ℱ𝜒 ∩ ℱ𝜇 ∩ ℱ𝛾: Intersection of important features. 

 
Chi-Squared Test: 
For each feature 𝝌𝑗, compute: 

𝜒2(𝝌𝑗 , 𝜿) = ∑  

𝑢∈𝒰,𝑣∈𝒱

(𝑂𝑢𝑣 − 𝐸𝑢𝑣)2

𝐸𝑢𝑣

 

Where: 

• 𝒰: Unique values in feature 𝝌𝑗  

• 𝒱: Unique class labels in 𝜿 

• 𝑂𝑢𝑣: Observed frequency 

• 𝐸𝑢𝑣: Expected frequency under independence 
Select 𝝌𝑗 ∈ ℱ𝜒 if 𝜒2 > 𝜽𝜒 

 
Mutual Information (MI): 

𝐼(𝝌𝑗; 𝜿) = ∑  

𝑥∈𝒳𝑗

∑  

𝑦∈𝒴

𝑃(𝑥, 𝑦)𝑙𝑜𝑔 (
𝑃(𝑥, 𝑦)

𝑃(𝑥)𝑃(𝑦)
) 

Select 𝝌𝑗 ∈ ℱ𝜇 if 𝐼(𝝌𝑗; 𝜿) > 𝜽𝜇 

 
Gain Ratio: 
Let: 

• 𝐻(𝜿): Entropy of class label. 

• 𝐻(𝜿|𝝌𝑗): Conditional entropy. 

Gain(𝝌𝑗) = 𝐻(𝜿) − 𝐻(𝜿|𝝌𝑗) 

SplitInfo(𝝌𝑗) = − ∑  

𝑣∈𝒳𝑗

|𝑣|

𝑛
𝑙𝑜𝑔 (

|𝑣|

𝑛
) 

GainRatio(𝝌𝑗) =
Gain(𝝌𝑗)

SplitInfo(𝝌𝑗)
 

Select 𝝌𝑗 ∈ ℱ𝛾 if GainRatio>𝜽𝛾 

 
Correlation Filtering: 
Compute correlation matrix 𝝆 ∈ ℝ𝑚×𝑚: 

𝜌𝑗𝑘 =
Cov(𝝌𝑗 , 𝝌𝑘)

𝜎𝜒𝑗
𝜎𝜒𝑘

 

Form: 
ℱ𝜌 = {(𝝌𝑗 , 𝝌𝑘) | 𝜌𝑗𝑘 > 𝝉, 𝑗 ≠ 𝑘} 

Remove one feature from each pair ℱ𝜌 

 
Final Feature Set: 

𝝋imp = ℱensemble ∖ ℱ𝜌 

 
Feature ranking algorithm 
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Definitions and Inputs 
Let: 
Dataset: 𝜟 = {𝝌1, … , 𝝌𝑚} ∈ ℝ𝑛×𝑚 
Target variable: 𝜿 ∈ ℝ𝑛 
Correlation threshold: 𝝉 ∈ [0,1] 
Classes: 𝒞 = {𝜁1 , 𝜁2, … , 𝜁𝐾} 
Final feature ranking score for 𝝌𝑗: ℋ𝑗  

 
 1. Feature-Wise Statistical Metrics 
For each feature 𝝌𝑗 ∈ 𝜟: 

 
Chi-Squared Statistic: 

𝜒𝑗
2 = ∑  

𝑢,𝑣

(𝑂𝑢𝑣 − 𝐸𝑢𝑣)2

𝐸𝑢𝑣

 (𝑂𝑏𝑠𝑒𝑟𝑣𝑒𝑑 𝑂𝑢𝑣, Expected 𝐸𝑢𝑣) 

 
Mutual Information: 

𝐼𝑗 = ∑  

𝑥∈𝒳𝑗

∑  

𝑦∈𝒴

𝑃(𝑥, 𝑦)𝑙𝑜𝑔 (
𝑃(𝑥, 𝑦)

𝑃(𝑥)𝑃(𝑦)
) 

 
Gain Ratio: 

GR𝑗 =
𝐻(𝜿) − 𝐻(𝜿 ∣ 𝝌𝑗)

− ∑  𝑣  
|𝑣|
𝑛

𝑙𝑜𝑔 (
|𝑣|
𝑛

)
 

 
2. Feature Voting via Ensemble Intersection 
Define selected sets: 

ℱ𝜒 = {𝝌𝑗 ∣ 𝜒𝑗
2 > 𝜽𝜒} 

ℱ𝜇 = {𝝌𝑗 ∣ 𝐼𝑗 > 𝜽𝜇} 

ℱ𝛾 = {𝝌𝑗 ∣ GR𝑗 > 𝜽𝛾} 

Ensemble-selected features: 
ℱensemble = ℱ𝜒 ∩ ℱ𝜇 ∩ ℱ𝛾 

 
 3. Redundancy Pruning via Correlation Matrix 
Correlation matrix: 

𝜌𝑗𝑘 =
Cov(𝝌𝑗, 𝝌𝑘)

𝜎𝑗𝜎𝑘

 

Identify redundant pairs: 

ℱ𝜌 = {(𝝌𝑗, 𝝌𝑘)  |  𝜌𝑗𝑘 > 𝝉} 

Remove one feature per redundant pair from ℱensemble 
 

 4. Hybrid Feature Ranking Measure (HFRM) Using Entropy Fusion 
Let: 
𝐻(𝝌𝑗 ∣ 𝜁𝑖): Entropy of feature 𝑗 conditioned on class 𝜁𝑖  

Fusion entropy: 

ℋ𝑗 = ∑  

𝐾

𝑖=1

∑  

𝐾

𝑘=1

𝜔𝑖𝑘 ⋅ [𝐻(𝝌𝑗 ∣ 𝜁𝑖) − 𝐻(𝝌𝑗 ∣ 𝜁𝑘)]
2
 

Where: 
𝜔𝑖𝑘: Class-level weighting between class 𝜁𝑖  and 𝜁𝑘  
Normalization over class pairs ensures robustness in imbalanced settings. 

 
5. Final Feature Set Selection 
Apply a global threshold or top-k selection: 

𝝋final = {𝝌𝑗  |  ℋ𝑗 > 𝜽𝐻} 
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Return 𝝋final: Feature subset with high statistical, information-theoretic, and correlation-aware 
relevance. 

 

Ensemble feature ranking with different measures are  useful for identifying the most important features in 
imbalanced datasets. By combining multiple feature ranking techniques, it can help to reduce the risk of 
overfitting and improve the overall performance of machine learning models. 

1

1

1

The approach aims to eliminate redundant features and retain a subset  

containing important features, where  Features (F). 

The mathematical explanation is as follows:

-  is defined as the set di









( )

 

correlation. 

2

2

correlation 

fference between two sets:  and 

-  is the set of features that are important according to the Chi-Squared Test .

- Chi

-  is the set of features with high cor

w

w

w x x MI

 

 





=  ∣

correlation 

2

relation.

- {  High correlation in features }

- Chi  represents the set of important features found from the Chi-Squared Test.

-  represents the set of important features found from Mu

x x

MI

 = ∣

2

tual Information.

In the next phase of the approach:

- The top 80% of features are selected for further analysis, stored in two different sets:Chi  and .

- Highly correlated features with over 85% corr

MI

correlation. elation are identified and stored in .
 

1 2

max min

max

i

Algorithm : Binary PSO Algorithm

Input:

- Constants  and 

- Weight factors  and 

- Maximum velocity 

-Maximumiterationmax ter

Initialization:

- Initialize the population randomly as  for eac

c c

w w

V

q

max min
max

matran 

h solution, 

where each solution is a  -dimensional vector.

- Set 0.

- Calculate the initial value of  as  itcration .

- Evaluate the fitness value for each solution as 

D

t

w w
w w w

m

=

 −
= −  

 

( ), .

- Initialize Pbest and Gbest values.

t

i jf q

 
3. K-Density probabilistic clustering approach 
The K-Density probabilistic clustering approach is an extension of the EM (Expectation-Maximization) model 
implemented for imbalanced data.  
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( ) ( )1

1 1 2 2

Main Loop:

- For 1 to  (where  is the swarm size):

- Update the velocity for each particle as:

Pbest Gbest

- For 1 to  :

- For 1 to  (where  is the dimens

t t t t t t

i i i i i i i

k SS SS

V w v c m q c m q

k SS

j D D

+

=

=  +   − +   −

=

=

max max

max, mnx

( , )

1

,

ionality):

- If ( , ) is greater than  set ( , ) equal to .

- If ( , ) is less than  set ( , ) equal to .

1
- Calculate  as .

1

- If rand , set  equal to 1;  other

v i j

t

i j

v i j V v i j V

v i j V v i j V

s s
e

s q

−

+

− −

=
+

 1

,wise, set  equal to 0.

- Increment  by 1 .

Output:

- Produce the best solution based on the optimization process.

t

i jq

t

+

 
 
It can handle datasets with a significant degree of class imbalance where the minority class has a very low sample 
size, withstand data noise and outliers, and locate complex and non-linear clusters, which is crucial for numerous 
real-world uses. It is utilized to identify clusters in datasets with imbalances by utilizing a probabilistic 
framework. The approach represents the probability in the data clusters by a mixture of probability distributions, 
and it employs the EM algorithm to estimate the parameters of these distributions. The method iteratively 
updates the estimations of the mixture components until convergence is obtained. The K-Density probabilistic 
clustering approach estimates the probability density function of each cluster using a kernel density estimator. 
The ability of the K-Density probabilistic clustering approach to be applied to both binary and multi-class 
classification issues is one of its main benefits. It can also be utilized for unsupervised learning when the number 
of classes is unknown in advance. Another benefit of the K-Density probabilistic clustering approach is its ability 
to be used with other methods to enhance the performance of machine learning models.  
 
4. Ensemble classification framework 
 
c) Optimal KNN 
 

maj

Algorithm ENN (Edited Nearest Neighbors)

Input:

- Dataset 

- The majority samples 

- Number of nearest neighbors 

- Initial under-sampling rate 

Output:

- First balanced dataset 

Definitions:

Definitio

S

S

k

M

S

i

i

i i

n : The -nearest neighbor of the sample S  is the sum of samples in dataset S the distance between 

which and S  is less than the distance 

between the k -th nearest neighbor sample of S  and S . It is

k

( ) ( ) ( ) 
 written as:

KNN , dist , dist ,

where  is the -th nearest neighbor sample of  in dataset , and dist is the

i i j i i i

i i

S k y S S S S S

S k S S

=  ∣

 
Optimized KNN steps: 
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• 

( )min 

maj 

Algorithm Steps:

1. Initialize the under-sampling multiple  and the value of  

for counting the total number of deleted samples, set to 0 .

2. Traverse each of the major class samples  :

delM M M S

S



maj

maj

det ind 3. Set 0. Find  nearest neighbor samples of  and store their indexes in [.

4. According to Equation , select the three samples closest to  

whose indexes are in  ? as their neig

i

i

maj

C k S K

S

K

=

raj 

hbor samples.

5. Compare the label of  with its neighbor sample classes. If the label of 

 is different from that of more than two neighbor samples, delete it.

6. 1. If , re

m ji i

del del del del

S S

C C C M

+

= + 
maj

turn to Step 3. Otherwise, the operation for  is ended.

7. Remove the deleted samples from the dataset  to obtain the first balanced dataset

iS

S S
 

 

( )

SVM Models with Feature Selection

In a training set , the elements (usually called vectors) are partitioned into two classes 

and represented by a pair , { 1,1}, 

where  is the number of feature

n

i ix y

n



  −

s observed for each vector.

  contains the feature values for vector , and  indicates to which of the two classes of  vector  belongs.

The soft margin Support Vector Machine (SVM) problem consist

i ix i y i

s of determining 

the hyperplane ( )  that separates the vectors in the training set

 in such a way that the distance between two parallel hyperplanes 

supporting some vector of the two classes is

Tf x w x b=  +

 maximized, and the 

sum of classification errors is minimized. 

The soft margin SVM model minimizes a compromise between these two objectives, 

known respectively as the structural risk and the empirica

( )

2

1

l risk.

SVM Model Formulation:

1
min

2

 s.t. 1 1, , ,

0 1, , ,

1, , ,

m

i

i

T

i i i

i

j

w C

y w x b i m

i m

w j n

b







−

+

+  − = 

 = 

 = 









‖ ‖
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2

- Variables  and  represent the coefficients of the two parallel hyperplanes 1 and 1.

1
- The first term in the objective function  is the structural risk, as  is twice the inver

2

T T

jw b w x b w x b

w w

+ = + = −

‖ ‖ ‖ ‖

1

se 

of the distance between these two hyperplanes.

- The second term in the objective function  is the empirical risk, i.e., the sum of the deviation 

of misclassified objects.

- Decision makers us

m

i

i


=



( )

e the parameter  to regulate the trade-off between the two objectives.

- Constraints in the model ensure that either vectors  in the class represented by  1 

satisfy 1 and vectors in class 

i

T

i

C

i y

w x b y

=

+  ( )1 satisfy 1, or variable  takes a positive value.

This formulation describes the soft margin SVM model with feature selection.

 It aims to find an optimal hyperplane that maximizes the margi

T

i iw x b = − +  −

n between classes 

while considering a trade-off parameter  to handle misclassification errors.C  
Stage 1: Feature Preprocessing and Outlier Pruning 
For each feature 𝝌𝑗: 

• Compute absolute quartile boundaries: 

𝝆1 = 𝑄25%(|𝝌𝑗|), 𝝆3 =
1

2
(𝑄75% + 𝑄25%

rev ) 

• Compute outlier thresholds: 
𝒪𝑈 = 𝝆3 + 𝜼 ⋅ 𝑚𝑖𝑛(𝜒9

2(𝝆3 + 𝝆1), 𝑒𝑥𝑝(𝛤(𝝆3 − 𝝆1))) 
𝒪𝐿 = 𝝆3 − 𝜼 ⋅ 𝑚𝑖𝑛(𝜒9

2(𝝆3 + 𝝆1), 𝑒𝑥𝑝(𝛤(𝝆3 − 𝝆1))) 
• Filter: 

𝝌𝑗 ← 𝝌𝑗[𝜒𝑗,𝑖 ∈ [𝒪𝐿 , 𝒪𝑈]] 

 
     Stage 2: Independent Feature Importance Measures 
For each 𝝌𝑗 ∈ 𝜟: 

1. Chi-Squared Importance: 

𝜒𝑗
2 = ∑  

𝑖

(𝑂𝑖 − 𝐸𝑖)
2

𝐸𝑖

 →  ℱ𝜒 = {𝝌𝑗 ∣ 𝜒𝑗
2 > 𝜽𝜒} 

2. Mutual Information: 

𝐼𝑗 = ∑  

𝑥,𝑦

𝑃(𝑥, 𝑦)𝑙𝑜𝑔 (
𝑃(𝑥, 𝑦)

𝑃(𝑥)𝑃(𝑦)
)  →  ℱ𝜇 = {𝝌𝑗 ∣ 𝐼𝑗 > 𝜽𝜇} 

3. Gain Ratio: 

GainRatio𝑗 =
𝐻(𝜿) − 𝐻(𝜿|𝝌𝑗)

SplitInfo(𝝌𝑗)
 →  ℱ𝛾 = {𝝌𝑗 ∣ GainRatio𝑗 > 𝜽𝛾} 

 
 Stage 3: Ensemble Voting Mechanism 
Voting function: 

𝒱(𝝌𝑗) = ∑  

𝑓∈{ℱ𝜒,ℱ𝜇,ℱ𝛾}

𝟙𝝌𝑗∈𝑓 

Define: 
ℱvoted = {𝝌𝑗 ∣ 𝒱(𝝌𝑗) ≥ 2} 

 
 Stage 4: Redundancy Pruning via Correlation 
Compute correlation matrix: 

𝜌𝑗𝑘 =
Cov(𝝌𝑗 , 𝝌𝑘)

𝜎𝑗𝜎𝑘

 

Redundant feature pairs: 
ℱ𝜌 = {(𝝌𝑗, 𝝌𝑘) ∣ 𝜌𝑗𝑘 > 𝝉, 𝑗 ≠ 𝑘} 

Remove one feature per pair from ℱvoted 
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Stage 5: Final Selection 
Final important features: 

𝝋final = ℱvoted ∖ ℱ𝜌 

 

4.Experimental Analysis 
This section presents experimental results to evaluate our proposed framework in terms of accuracy, precision, 
recall, and F-measure, specifically on classification tasks on different imbalanced SD-IoT datasets. The 
experiment involved conducting 10 iterations of 10-fold cross-validation on a selection of imbalanced datasets 
from distributed SD-IoT hospitals. The datasets were sourced from various hospitals to capture different features 
using real-time sensors. Here, captured data from each hospital is stored in AWS S3. The selection process aimed 
to ensure that the datasets represented a range of properties, including varying imbalance ratios, numbers of 
classes, total examples, and attributes. 
 
Table 1: Sample BoT-IoT dataset 
 

 
  
The BoT-IoT dataset was designed and created in the Cyber Range Lab of UNSW Canberra Cyber. It contains a 
combination of normal and botnet traffic, recorded in pcap files that are 69.3 GB with over 72 million records. 
The data is separated into categories and subcategories based on types of attacks, including DDoS, DoS, OS and 
Service Scan, Keylogging, and Data exfiltration. To make it easier to work with, 5% of the data, about 1.07 GB 
and 3 million records. 

 

 

RF DT XGP Proposed

Accuracy 0.97 0.98 0.972 0.989

0.96

0.965

0.97

0.975

0.98

0.985

0.99

0.995

Accuracy
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The above figure  shows the results of the classification accuracy achieved using this proposed technique on Bot-
IoT dataset. The X-axis of the graph would represent the different techniques or methods used, while the Y-axis 
would display the classification accuracy  on BoT-IOT stat data. 

 
The above figure  shows the results of the classification precision achieved using this proposed technique on 
Bot-IoT dataset. The X-axis of the graph would represent the different techniques or methods used, while the Y-
axis would display the classification precision  on BoT-IOT stat data. 

 
The above figure  shows the results of the classification recall achieved using this proposed technique on Bot-
IoT dataset. The X-axis of the graph would represent the different techniques or methods used, while the Y-axis 
would display the classification recall  on BoT-IOT stat data. 

RF DT XGP Proposed

Accuracy 0.97 0.98 0.972 0.989

0.96

0.965

0.97

0.975

0.98

0.985

0.99

0.995

Accuracy

RF DT XGP Proposed

Precision 0.974 0.985 0.974 0.99

0.965

0.97

0.975

0.98

0.985

0.99

0.995

Precision



 

849 
 

Adolescencia e Saude, vol. 21, No.9s, p. 830-851 

 

 
 
 

 
 
 

5. Conclusion 
In this paper, we propose an ensemble cluster-based classification model to address issues related to 
imbalanced datasets, such as the high ratio of majority to minority classes and substantial noise present in the 
SD-IoT data. In this work, we explored various algorithms and techniques for solving complex problems in 
machine learning and data analysis. We discussed a range of algorithms, including Non-Linear Differential 
Evolution with Mutation Enhancement (NLDE-ME), Modified Naive Bayes for Unlabeled Records, Support Vector 
Machine (SVM) for Classification, and the Bonferroni Mean Fuzzy k-Nearest Neighbors (BM-FKNN) 
algorithm.These algorithms cover a diverse set of applications, from feature selection and optimization to 
classification and data preprocessing.  
IoT devices and networks are crucial components of the modern Internet; however, they often possess security 
weaknesses and vulnerabilities. The lack of security design in many IoT devices makes them susceptible to 
attacks that exploit these vulnerabilities, leading to severe consequences. In this work, we proposed a fiter-
based classification approach for detecting IoT bot cyber attacks. Our method demonstrated promising results 
in terms of accuracy, precision, recall, and F1-score compared to traditional methods. These findings indicate 
that the cluster-based classification approach is a viable solution for real-time detection of IoT bot cyber attacks. 
Future work in this area can include several improvements. Firstly, exploring more advanced machine learning 
algorithms could enhance the accuracy of the proposed method. Secondly, evaluating the method on larger and 
more diverse datasets would help verify its robustness and scalability. Finally, integrating the proposed method 
with other intrusion detection techniques could further improve overall performance and accuracy, leading to 
more comprehensive protection for IoT devices and networks. 
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